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1 Executive Summary 
 

1.1 Background 
This strategy is a complete revision of the current Health Informatics Strategic Plan. The decision was 
taken by the Trust Board earlier in 2015 to reject the Business Case for the Clinical Portal Project and 
instead requested that the Health Informatics Strategy was re-written in line with the Trust’s Clinical and 
Quality Strategy. 

The Trust now requires a change in approach to deliver a unified Electronic Patient Record (EPR) for 
County Durham and Darlington NHS Foundation Trust (CDDFT). This document provides a framework as 
to how Health Informatics will move forward as a function to support the delivery of the organisation’s 
vision of care being given in the right place at the right time, first time and every time. 

The scope of this strategy is broad, addressing issues for both clinical and non-clinical stakeholders. The 
primary focus of this strategy is the technology and information requirements of CDDFT, but clearly many 
initiatives and required developments will impact on the wider Local Health Community. 

There are also a number of national and local drivers which have dictated the need for this revised 
strategy and timeline, outline in section 5 of this document. 

1.2 Our Vision 
This strategy is developed with information at the core, following the principles outlined below: 

 

Our Vision is to be an exemplar in the use of technology, systems and supporting processes within the 
UK Healthcare environment. 

The strategic themes to support this vision, as outlined in this document are: 

 

Information

Secure

Electronic

Holistic

AccessibleAvailable

Relevant

Useable
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Working 
Together 

By 2020 we will have shared resources across the Local Health Economy, supporting 
access to relevant information across partner organisations and facilitating partnership 
working. 
 
Information flows across mulitple organisational boundaries will be supported and 
facilitated through Health Informatics provision. 
 
We will implement a common digital platform, based on standardisation and common 
rules supporting seamless integrated care. 
 

Working Smarter By 2020 CDDFT care professionals will have access to complete contemporanous records, 
analysis and decision support that they need to deliver safe, effective and quality care. 
 
We will have a single source of high quality information which fit the rerquirements of 
both clinical records and organisational management and performance analysis. 
 
Technology will be used as an enabler for innovative ways of working, including health 
‘apps’ and devices developed in partnership with the Trust; supporting specific illnesses 
and pathways as identified as local priorities. 
 
Workflows throughout the organisation will be supported through the use of mobile 
technology, providing care providers with access to contemproaneous information at the 
point of care and enabling real-time record keeping and management. 
 

Working 
Securely 

In 2020 we will continue to protect our information, systems and technology from  the 
impact of cyber attacks; we will be able to effectively monitor the status of all systems and 
proactively manage threats. 
 
Access to information will be via a continuous secure platform, both from within the 
organisation and externally. 
 

Citizen Access By 2020 our patients, carers, families and citizens who want it will have access to relevant 
national and local data services which will help them to see and manage their own 
records; undertake transactions with healthcare providers to support the management of 
their health and wellbeing. 
 

Paperlite to 
Paperless 

We will exploit the benefits achieved through the utilisation of the systems we currently 
have in place, to maximise the investment already made by the Trust. 
 
By 2020 we will remove paper based processes from the organisation, replacing them as 
required with secure digitised workflows.  
 

Quality Services The services provided by Health Informatics will be, or continue to be, measurable in 
terms of quality. From compliance with national informations standards, utinisation of 
best-practice methodologies and frameworks, to service desk accreditation. 
 
Service provision expectations through Service Level Agreements will be in place;  
performance data will be readily avaiable and published to the organisation. 
 
Value of service provision will continue to be benchmarked against national data. 
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1.3 Enabling the Vision 

 

Paper-light to Paperless 

We will seek to exploit the benefits currently being achieved through the investments already made by 
the Trust; expanding the use of existing systems to remove paper from administrative and clinical 
processes. 

Working together 

We will seek to exploit the benefits of partnership working through the provision of a common digital 
platform which will facilitate communication and information flows between organisational boundaries. 

Interoperability and accessibility will be key in the selection of the right EPR tool for the organisation and 
the wider Health Economy. 
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Working smarter 

We recognise that Technology is an enabler for significant transformational change within CDDFT. We will 
continue to provide the platform on which the organisation can deliver continual efficiencies through 
process redesign and smarter working practices. 

We will provide the organisation with a streamlined system portfolio, underpinned by a single source of 
information for electronic health records. We will support the capture of data in real-time; collecting once 
to use many times, including activity and performance data. 

Resilience and Security 

We will continue to make planned developments and invest in key areas of infrastructure to improve 
resilience and security of the growing information we are entrusted with. 

We will look to have an active monitoring solution in place by 2020, facilitating the early detection of 
threats and minimise impact of active cyber-attacks. 

Quality of Provision  

We will continue to demonstrate quality of services through compliance with national information and 
security standards, utilisation of industry best practice management frameworks and accreditation of 
services where applicable.  

Electronic Records 

The development of this strategy has validated the strategic goal across the Trust to deliver an integrated 
care record system, with the capability of connecting all accredited clinical stakeholders with the right 
clinical information. The approach that the Trust must undertake to achieve this goal is now significantly 
different to the previous, ‘best of breed’ approach. Due to the time constraints from key drivers, the Trust 
must now re-evaluate options available to deliver the desired EPR functionality. 

In order to reach the system and information goals outlined within this strategy, it is proposed that the 
Trust replace multiple existing systems (as appropriate) with a single, enterprise-wide EPR solution. 

1.4 Next Steps 
The Health Informatics Service recognizes the need for transformational change in the delivery of care 
across the organization. As emphasized in the Trust’s Clinical and Quality Strategy, this change needs to 
be both a clinical and a cultural change that is supported by the technology provided by Health 
Informatics.  

The Health Informatics Service will continue to appraise electronic solutions which best meet the 
information and business process requirements of the organisation; We will actively engage with EPR 
suppliers and key stakeholders. 

The delivery of this strategy will be further refined through the development of the Strategic Delivery Plan 
and supporting Programme Blueprint. As solutions are identified we will align with Trust processes to 
procure strategy enabling technologies. 
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2 Introduction 

2.1 Purpose of Document 
The purpose of this document is to outline an agreed strategy for how Health Informatics 
can be used to enable the Clinical Strategy and Vision for County Durham and Darlington 
NHS Foundation Trust. 

2.2 Background 
The most recent version of the previous Health Informatics Plan covers 2014 to 2019 and 
was based on a best of breed model to replace and upgrade systems within the Trust. The 
resulting architecture was dependent on an overarching solution to bring together the silos 
of information required for a true integrated electronic patient record, the ‘Clinical Portal’ 
Project. 

The decision was taken by the Trust Board earlier in 2015 to reject the Business Case for the 
Clinical Portal Project and instead requested that the Health Informatics Strategy was re-
written in line with the Trust’s Clinical and Quality Strategy. This strategy will be closely 
linked to the Local Service Provider Exit and the national directive for Personalised Health 
and Care by 2020.  

The Trust now requires a change in approach to deliver a unified EPR for CDDFT. This 
document provides a framework as to how Health Informatics will move forward as a 
function to support the delivery of the organisation’s vision of care being given in the right 
place at the right time, first time and every time. 

2.3 Scope 
The scope of this strategy is broad, addressing issues for both clinical and non-clinical 
stakeholders. The primary focus of this strategy is the technology and information 
requirements of CDDFT, but clearly many initiatives and required developments will impact 
on the wider Local Health Community. 

The strategy covers the five year period 2016-2020. This is a relatively short period for a 
strategic document; it is recognized that the organizational, information and technological 
environment changes rapidly. For this reason the strategy is outlined based on technology 
available at the time of writing. Technology is constantly evolving and advancing in ways 
that may provide more suitable healthcare solutions. This strategy needs to be flexible in 
order to adapt to these changes in available technology and use them to create the best ICT 
environment for healthcare within the Trust. This strategy and supporting delivery plan will 
be frequently reviewed and validated against the Trust’s overall strategic direction. 

2.4 Structure 
Sections 3 to 6 of this document set the scene for the strategy, providing important 
background information including making the case for the required initiatives and 
developments to deliver the associated benefits. 
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Sections 7 to 11 are in many ways the heart of the strategy, outlining the guiding principles 
and strategic themes that are pivotal for achieving required changes and improvements. 

Sections 12 and 13 are the beginnings of the strategy delivery plan, outlining the functional 
developments and initiatives required to support the delivery of the core strategic themes. 

The remaining sections address capability and capacity issues as well as the governance 
requirements to provide the Trust with assurance regarding the strategic alignment of the 
Health Informatics Strategic Objectives and monitor the delivery of the strategy itself. 

Section Content 

Section 3 This section outlines information about the Trust, it’s care groups and it’s 
commissioners. 

Section 4 This section provides detail on the current Health Informatics situation of 
the Trust. 

Section 5 This section discusses the drivers for change within the organisation, from 
a National level to Local and Health Informatics specific drivers, including 
the Trust’s clinical and quality strategy. 

Section 6 This section identifies the current strengths, weaknesses, opportunities 
and threats to both the whole Trust and specific to the Health Informatics 
function. 

Section 7 This section outlines the Health Informatics’ Principles. 

Section 8 This section details the Health Informatics Vision. 

Section 9 This section considers the themes of the Health Informatics Strategy 

Section 10 This section looks at what the strategy means for Health Informatics. 

Section 11 This section looks at what the strategy means for the Trust as a whole. 

Section 12 This section outlines the plan for the delivery of this Strategy. 

Section 13 This section considers the requirements of the Trust in order to fulfil the 
Health Informatics vision. 

 

2.5 Supporting Documentation 
This Strategy will be supported by the development of a supporting five year Business Plan, 
Programme Blueprint and Systems Roadmap detailing how the core aims of this strategy 
will be achieved and when. 
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A supporting Stakeholder Engagement and Communications strategy will also be completed 
to ensure the Health Informatics Strategy gains the organizational buy-in required to 
successfully implement the objectives outlined. 

The composite functions outlined within the document will also be supported through the 
development of standalone strategies, such as an Information Governance Strategy, aligned 
to this core document. 

Strategy Development and Approval Timeline 

Stage 0 Stakeholder Engagement On-Going 

Stage 1 Outline Strategy 

High Level strategic document presented to key 
governance groups for verification and ratification of 
direction. 

November 2015 

Stage 2 Full Strategy and Options Appraisal 

Full Strategy Document and initial delivery Options 
Appraisal  

April 2016 

Stage 3 Strategy Outline Business Case 

Outline Business Case including Options Appraisal and 
Benefit Analysis. 

June 2016 

Stage 3 Strategy Delivery Plan and Programme Blueprint 

Strategy 5 year delivery plan, including benefit 
realisation plan and ROI. 

Programme Governance arrangement established and 
Programme Blueprint agreed by SRO 

June 2016 

 

2.6 Audience and Stakeholders 
Health Informatics services and support are delivered to distinct stakeholder groups across CDDFT and 
some partner organisations. The level of provision differs between stakeholder groups to reflect the 
needs of each and the obligations of CDDFT Health Informatics to provide services to key partners across 
the Local Health Economy. 

This strategy has multiple audiences with differing interests and requirements, these are outlined below. 
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Health Care 
Providers 

Have interests in initiatives to improve their capability to deliver high quality care; 
especially the provision of high quality information at the point of care. 

Patients Have specific interests in how their records are managed and kept secure, interests in 
knowing that all the necessary information is available and accurate to support the 
care delivered to them to reach the best possible outcome, and interests in the Trust’s 
ability to support patient self-management. 

Managers Have interests in the accessibility and availability of information to carry out their jobs, 
manage their business units and plan for the future of their area. Information to provide 
assurance that the policies and regulatory obligations are being addressed.  

Staff Have interests in ensuring the information they need is available to them when they 
need it. Also in understanding their obligations in respect of information and how we 
use the information tools provided. 

Commissioners Have interests in the availability of high quality information to support commissioning 
and planning cycles for the locality and in the performance information for specific 
commissioned service. 

Partners Have interests in the initiatives to improve interoperability and communication of 
systems, delivery of real-time information recording to support joint working and 
handover of care, and processes. 

Health 
Informatics 

Have interests in demonstrating understanding of the information and technology 
needs of CDDFT and their partners, and showing how planned approaches and 
initiatives meet these needs. 

 

2.7 Authors 
This document has been jointly produced by the following contributors: 

• Andrew Izon – Director of Health Informatics 

• Catherine Davies – Head of Strategy and Engagement 

• David Stafford – Head of Systems and Operations 

• Lisa Wilson – Head of Information Governance 

• Craig Robinson - Head of ICT 

• Abigail Forster – Strategy Development Officer 

In addition to the contributors above, significant stakeholder engagement has taken place to support the 
development of this strategy. A full list of those involved is included within appendix A. 
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3 Our Trust 
This section outlines information about the Trust, it’s care groups and it’s commissioners. 

3.1 Organisational Overview 
 

CDDFT, as one of the largest hospital and community healthcare providers in the NHS, serves around 
600,000 people across County Durham, Darlington, North Yorkshire, the Tees Valley and South Tyneside. 
The Trust employs over 8000 members of staff in either substantive or bank roles.  

The Trust is spread across the following: 

• Darlington Memorial Hospital  

• University Hospital of North Durham  

• Bishop Auckland Hospital  

• Chester-le-Street Community Hospital 

• Shotley Bridge Community Hospital  

• Sedgefield Community Hospital 

• Richardson Hospital 

• Weardale Community Hospital 

• Over 70 sites across the Health Community 
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3.2 Clinical Service Areas 
County Durham and Darlington NHS Foundation Trust are an integrated acute and community Trust 
providing healthcare across County Durham and Darlington and surrounding areas, in hospital, at home 
and in community settings. The Trust has been an integrated acute and community services provider since 
2011. 

The Trust now has five Care Groups: 

 

3.3 Commissioners 
County Durham and Darlington NHS Foundation Trust has the following commissioners: 

• Darlington Clinical Commissioning Group 

• Durham Dales, Easington and Sedgefield Clinical Commissioning Group 

• North Durham Clinical Commissioning Group 

The aims and intentions of these commissioning groups have been considered when forming this 
Strategy. 

 

The Health Informatics Strategy is aligned to the Trust’s commissioning arrangements, as outlined in the 
Trust Clinical and Quality Strategy. 

While the main commissioners are detailed above, it is noted that the Trust provides services in 
partnership with other organisation which form the Local Health Economy. These organisations include 
Local Authorities within the Trust’s parameters, Police Authorities, voluntary and third sector 
organisations and other acute providers. The strategic directions of these organisations have been 
considered when developing this strategy.

Acute and 
Emergency 

Care

Clinical 
Specialist 
Services

Family HealthIntegrated 
Adult Care

Surgery
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4 Health Informatics within CDDFT – where are we now? 
This section provides detail on the current Health Informatics situation of the Trust. 

4.1 Current systems in place 
The current systems in place within the Trust and their functionality are shown in the tables below: 

 

 

 

 

 

 

Core Applications Departmental Applications GP Applications Corporate Applications

Na
tio

na
l 

Ap
pl

ica
tio

ns
Lo

ca
l A

pp
lic

at
io

ns
BI

Summary Care Record

Choose and Book

PDS

PAS Acute (EmisHealth CaMIS)

PACS (GE Centricity)

Community PAS (TPP SystmOne)

Document Management/eFORMS 
(Civica WinDip)

Digital Dictation (DictateIT)

Acute EPR – 
(Discharge Summaries, Order 

Comms, ePrescribing)(CSC i.Clinical 
Manager)

eObservations and Bed 
Management (Nervecentre)

Community EPR (TPP SystmOne)

Integration Engine (Intersystems 
Ensemble)

Integration Engine (BluePrism)

Connexica (CxAir)

Pharmacy (EmisHealth 
PharmaSyst)

Pathology (CliniSys WinPath)

Radiology (HSS CRIS)

A&E (EmisHealth Symphony)

Urgent Care (TPP SystmOne)

Theatres (EmisHealth eCAMIS 
Theatres)

Maternity (CSC Maternity)

Cardiology Imaging (GE Carddas)

Cardiology Information System
 (HD Clinical Prism)

Ophthalmology (Medisoft)

Endoscopy (Endosoft)

SharePoint and SQL Reporting 
Services

Audiology (Auditbase)

Sexual Health EPR (Inform)

Retinal Screening (Optomize)

Stroke (Silverlink Capture Stroke)

Child Health (TPP Systm One)

GP Order Communications 
(Sunquest ICE)

ESR
HR & Payroll

Intranet
Microsoft Sharepoint

Oracle Financials

Document Management
Microsoft Sharepoint

T-DOC

Ophthalmology (Ophthalsuite)

Ophthalmology (Topcon)
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The diagram above illustrates the main systems used across CDDFT.  In addition there are a range of 
smaller systems and databases in use giving in excess of 50 systems involved in clinical care. 

A number of systems have been in use for over 15 years and have a number of limitations that are now 
holding back development of a patient centred electronic record, require data manipulation off line or 
alternative workaround processes, including the following: 

• Acute PAS (CaMIS) 

• Theatres (CaMIS) 

• Acute Clinicals (iClinical Manager) 

The following systems will require revenue expenditure due to the end of the National Programme for IT 
contract in July 2016: 

• Acute Clinicals (iClinical Manager) 

• Communiity PAS and Clinicals (TPP SystmOne) 

• Urgent Care and Child Health (TPP SystmOne) 

In addition the Pathology system is now at end of life and needs to be re-procured. 

More information about System Replacements is included in section 12.3. 

 

The diagram illustrates the system and information silos that exist across the organisation and the 
difficulty in providing information at the point of care to meet clinical and operational need.  
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4.2 Current links/ interfaces between systems 
 

The diagram below shows the main information flows between the systems used in hospital based care 
and the complexity in maintaining transfer of patient information and a limited amount of clinical 
information between systems. 

 

Whilst there is some interfacing to pass basic information between systems this is limited to a large 
degree by the technical ability of the linked systems.  From a clinical experience perspective the key 
systems are all separate, requiring separate log-ins, and a very different user interface to navigate in each 
system.  This leads to duplication of data collection, wastes clinical time and potentially increases clinical 
risks through mis-identification of patients or poor access to important information. 

 

4.3 Health Informatics Strategic Programme 
The active schemes within the Trust are aligned to the ‘best of breed’ approach which has been 
undertaken by the Trust up to this point. The strategic aim of this approach was to remove as much paper 
from the system as possible through the transition to digitised processes; investing significantly in existing 
systems and purchasing best-fit niche systems. 

Our existing strategic programme consists of the following active schemes: 
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eObservations and 
Patient Flow 

Providing real-time bed and patient data using mobile technology 
allowing clinical staff to update information whilst at the patient 
bedside; electronic recording, calculation of an Early Warning Score and 
automated cascading escalations to ensure that recognition of acute 
illness or deterioration is rapidly escalated to a responder. 

ePrescribing and 
Medication 
Administration 

The replacement of paper based prescribing and medication 
administration processes within the hospital setting. 

NHS Mail Migration Provision of a single, enterprise wide solution to support the secure 
transfer of information through electronic communication. 

PACS Upgrade and 
Hardware 

Upgrade and additions to the existing Picture Archiving and 
Communication System to continue to provision of access to high quality 
images electronically to aid decision support and patient care. 

Obstetric Imaging Provision of Obstetric Ultrasound Imaging and Reporting and 
compliance with the required National Standards 

Network Refresh Between 2016 and 2018 £1.5m will be invested in the data network, to 
ensure that all end of life equipment is replaced. This refresh project will 
replace existing equipment on a like for like basis, however taking into 
account new technology to improve services and performance for the 
future. Overall we will improve the current network, whilst ensuring 
support and management is simplified due to modern hardware and 
software tools. 
 
This will also expand where necessary to support current projects, with 
a particular focus on Wi-Fi requirements, which will be evaluated during 
this process. 

 

The delivery of this best of breed approach is correct against our previous strategic intentions; however, 
as the Trust is no longer proceeding with the underpinning element, the Clinical Portal, the new EPR 
approach is detailed within this strategy.  

The best of breed approach implemented to date has successfully delivered against its objectives and 
individual schemes benefits. However, the introduction of multiple niche systems has introduced greater 
levels of information silos and challenges regarding interoperability. 
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5 Drivers for change 
This section discusses the drivers for change within the organisation, from a National level to Local and 
Health Informatics specific drivers, including the Trust’s clinical and quality strategy. 

As a healthcare provider, County Durham and Darlington NHS Foundation Trust is actually very digitally 
mature. However, it is recognised across the Trust that there is room for change and improvement, driven 
by a range of drivers at a National, Local and Health Informatics Specific Level. 

 

5.1 National Drivers 
 

5.1.1 Personalised Health and Care 2020 

NHS England has committed to making patient-facing digital services a requirement by 2020. The National 
Information Board’s Personalised Health and Care 2020 framework is a set of requirements, proposals 
and case studies intended to ensure the delivery of digital health and care information over the next six 
years. 

5.1.2 Local Digital Roadmap 
In September 2015 a three-step process began to enable local health and care systems to produce Local 
Digital Roadmaps (LDRs), setting out how they will achieve the ambition of Paper-free at the Point of Care 
by 2020. The first step was the organisation of local commissioners, providers and social care partners 
into LDR footprints. The second step was for NHS providers within LDR footprints to complete a Digital 
Maturity Self-assessment. Both of these steps have now been completed.  

Each LDR footprint is now asked to develop and submit an LDR by 30 June 2016.  

LDRs will be assessed in July 2016 within the broader context of the assessment of Sustainability and 
Transformation Plans (STPs). A signed off LDR will be a condition for accessing investment for technology 
enabled transformation.  

An LDR is expected to include the following elements:  

• A five-year vision for digitally-enabled transformation  
• A capability deployment schedule and trajectory, outlining how professionals will increasingly 

operate ‘paper-free at the point of care’ over the next three years  
• A delivery plan for a set of universal capabilities, detailing how progress will be made in fully 

exploiting the existing national digital assets  
• An information sharing approach  

Progress in delivering the commitments and aspirations in Local Digital Roadmaps will become embedded 
in commissioner and provider assurance, assessment and inspection regimes going forward. 
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5.1.3 NHS Standard Contract 
 

NHS England will be using the National NHS Standard Contract terms to enforce compliance with the 
details outlined within the Personalised Health and Care 2020 document. 

 

5.1.4 Information and Technology for Better Care 
 

The Health and Social Care Information Centre (HSCIC) was established in April 2013 by the Health and 
Social Care Act 2012. It is responsible for collecting, transporting, storing, analysing and disseminating the 
nation’s health and social care data. 

The HSCIC is responsible for providing a trusted, safe haven for some of an individual’s most sensitive 
information. It is also responsible for building and delivering the technical systems that enable that data 
both to be used to support that individual’s care and to deliver better, more effective care for the 
community as a whole. 

The ‘Information and Technology for Better Care’ document is HSCIC’s Strategy for 2015 – 2020, and sets 
out how HSCIC are going to fulfil these responsibilities. 

 

5.1.5 NHS England Digital Maturity Index 
NHS England has developed an informatics maturity model that supports the strategic direction of 
delivering an Integrated Digital Care Record across the NHS.   

The methodology for assessing digital maturity has been recently re-developed. The Trust was required to 
complete the organisation’s digital maturity via self-assessment in January 2016. 

Key development areas outlined within this strategy have also been identified as assessment measures 
within the revised DMI, these now include: security of data centres, utilisation of GS1 barcode technology, 
access to information at the point of care and patient access to information. 
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The current status of Digital Maturity for County Durham and Darlington is shown below; this strategy 
endeavours to close the gaps and realise the benefits to patients and clinicians. 

 

The bars for each section on the graph above show the National Average score for that particular area of 
the Digital Maturity Assessment (DMA). 

The points on the graph show the position of CDDFT in comparison to the National Average for each of 
the sections that make up the DMA. 

The chart clearly shows that we are above National Average for most areas of the DMA. This strategy 
looks to increase our scores in most areas of the DMA, to ensure compliance with national and local 
standards and to future proof the trusts investments. 
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5.1.6 Standards 

 GS1 and Pan-European Public Procurement On-Line (PEPPOL) Standards 

In 2007, the Department of Health published Coding for Success, which recommended the adoption of 
GS1 coding standards for patient identification and for manufactured products. The benefits noted by 
Coding for Success from patient identification included: fewer medication errors; reduced risk of wrong-
site surgery; and more accurate track and trace of surgical instruments, equipment and devices. Benefits 
from the coding of manufactured goods included improving efficiency and cost reductions. As well as 
patient safety benefits, the adoption of GS1, together with the PEPPOL (Pan European Public 
Procurement On-Line) messaging standard, brings significant benefits to procurement, across all parts of 
the trust, including pharmacy, estates and facilities and theatre/ward stock management. 

CDDFT have presented a high level adoption plan for GS1 and PEPPOL standards to NHS England in 2015. 

Scope: 

The GS1 coding and PEPPOL messaging standards support a number of use cases across both front line 
and back offices functions across NHS organisations. DH have structured the approach to these 
opportunities by identifying an initial set of three core enablers and three primary use cases. Acute NHS 
trusts should focus effort on adopting these across all (relevant), areas of their organisation. In parallel 
with this, work will continue through the DH team on further development of the secondary use cases 
and on validating costs and benefits. 

Core enabler 1 – Location numbering  

GS1 provides the Global Location Number (GLN) standard for the identification of unique locations, such 
as a legal entity (eg a trust or a supplier); a functional entity (eg a cost centre or an accounting office); and 
a physical entity (eg a hospital or a warehouse). GLNs support each of use case by enabling an event to be 
matched to a location, whether this relates to a person; an asset; a product or a service.  

Core enabler 2 - Catalogue management  

Suppliers are required to place standardised master product data into a GS1 certified datapool. The GS1 
Global Data Synchronisation Network links these datapools and an NHS Product Information Management 
system will be established to enable trusts to draw supplier master data from the datapools into their 
local catalogue solution. This process will ensure that accurate and consistent product information is used 
consistently across the NHS and its supporting supply chains.  

Core enabler 3 - Patient identification  

The ISB 1077 standard requires trusts to adopt GS1 barcoding standards for use on patient identity 
wristbands, enabling accurate identification of the patient, with barcode scanning facilitating the upload 
of clinical data into the electronic patient record. The GS1 standards enable electronic records to be 
created that capture details of the patient, caregiver, care location, and equipment and consumables 
utilised during an episode of care, facilitating clinical audit and product recall. 

Use case 1 – Inventory Management 
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Many products provided by suppliers to the NHS already carry GS1 barcodes and, over time, all products 
will be required to comply with this requirement. These barcodes can be used to manage inventory in all 
locations around a trust. Scanning the barcode enables key data to be captured electronically and 
exchanged without manual intervention into patient administration and purchase order processing 
systems. 

Use case 2 - Purchase-to-pay processing  

The use of PEPPOL messaging standards supports the electronic transfer of information between trust 
and supplier. Together with the GS1 coded product information this enables automated matching of 
order, invoice and delivery notification speeding up subsequent payment. 

Use case 3 - Product safety recall  

Forthcoming European legislation will require hospitals to be able to electronically track and trace medical 
devices to individual patients. Scanning barcodes on the patient wristband and on the device, into the 
patient record enables product safety recalls to be managed, facilitating prompt recall of affected patients 
upon receipt of a product recall notice, together with identification and isolation of faulty products. 

 National Information Board (NIB) 

The role of the National Information Board is to put data and technology safely to work for patients, 
service users, citizens and the professionals who serve them. The NIB brings together national health and 
care organisations from the NHS, public health, clinical science, social care and local government, along 
with appointed independent representatives to develop the strategic priorities for data and technology. 

 Snomed – CT 

NHS England are now driving the use of Snomed- CT across all health sectors, and this will be mandated. 

 Standardisation Committee for Care Information (SCCI) 

New national governance arrangements for information standards, data collections and data extractions 
came into effect on 1 April 2014. 

On this date the Standardisation Committee for Care Information (SCCI) took over responsibilities from 
the Information Standards Board for Health and Social Care (ISB), 

SCCI is a sub-group of the National Information Board (NIB). 

The Committee oversees the development, assurance and approval of information standards, data 
collections and data extractions. 

Membership is drawn from a wide range of national bodies and organisations involved in the provision 
and management of health and care services in England. This ensures a system-wide, joined up approach 
to decision making.  
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5.1.7 Information Governance Drivers 

 The Calicott 2 Report 

The Caldicott 2 report 1 led by Dame Fiona Caldicott following her 1977 report looked at how information 
sharing has moved on over the last few years and identified a seventh Caldicott principle: 

7. The duty to share information can be as important as the duty to protect patient confidentiality.  

Health and social care professionals should have the confidence to share information in the best interests 
of their patients within the framework set out by these principles. They should be supported by the 
policies of their employers, regulators and professional bodies. These principles should underpin 
information governance across the health and social care services.  

 The Department of Health (DoH) ‘The Power of Information’ 

The DoH ‘The Power of Information2’ Putting all of us in control of the health and care information we 
need. This references ‘the journey’ regarding Information Governance3. It also references a change to the 
NHS constitution regarding IG4. 

 Department of Health, NHS Commissioning Board and Public Health England 

The Department of Health, NHS Commissioning Board and Public Health England will work with national 
stakeholders, in particular including Monitor, Care Quality Commission and Royal Colleges, to publish a 
roadmap setting out a programme of work and ensuring implementation of standards for national and 
local networking of systems and to enable effective sharing of direct care information including:  

• best-practice information governance and management 5 This includes Patients access to their 
information. 

 Simon Stevens 6 ‘Five Year Forward View’ 

The NHS Five Year Forward View sets out how the health service needs to change, arguing for a more 
engaged relationship with patients, carers and citizens so that we can promote wellbeing and prevent ill-
health. There will be a focus on self-care and providing both staff and those individuals with the tools 
needed to support new processes to manage their own health, staying healthy, make informed choices 
for treatment, managing conditions and avoiding complications.  The view will require agile systems and 
technology in order to adapt to the new models of working.  New models of care including Primary and 
Acute Care Systems (PACS) will need to be underpinned with appropriate information systems and date 
sharing.  The view stipulates the need for fully interoperable electronic health records so that patients’ 
records are largely paperless and they will need to be compliant with standards under the governance of 
the National Information Board. 

 

                                                            
1 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernanc
e_accv2.pdf 
2 DoH ‘The Power of Information’ 21 May 2012 
3 DoH ‘The Power of Information’ 21 May 2012 page 84 
4 55 see http://www.nhs.uk/choiceintheNHS/Rightsandpledges/NHSConstitution 
5 ‘The Power of Information’ 21 May 2012 Annex A Page 93  
6 https://www.england.nhs.uk/wp-content/uploads/2014/10/5yfv-web.pdf  page 12; 31-34;   
 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
http://www.nhs.uk/choiceintheNHS/Rightsandpledges/NHSConstitution
https://www.england.nhs.uk/wp-content/uploads/2014/10/5yfv-web.pdf%20%20page%2012
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 Changing Legislation 

5.1.7.5.1 Health & Social Care Act 

Following the publication of the ‘White Paper Equity and Excellence: Liberating the NHS’ in July 2010, the 
government introduced the Health and Social Care Act 2012. This Act puts clinicians at the centre of 
commissioning, frees up providers to innovate and empowers patients. The Act is implemented at a time 
of national austerity and requires NHS organisations to improve efficiency and productivity to meet the 
challenges of improving patient care and reducing the cost of care. 

5.1.7.5.2 Health and Social Care (Safety and Quality) Act 2015  

Health and Social Care (Safety and Quality) Act 2015 ensures health and social care organisations are 
sharing patient information as part of the on-going healthcare of patients. 

5.1.7.5.3 New European General Data Protection Regulation 2014 (GDPR) 

The European Commission given assent on December 15th 2015, UK now has to implement into UK law. 
Key areas: 

1. One continent, one law. This means that the regulation will establish a single pan-European  law 
for data protection to replace the inconsistent patchwork of national laws. 

2. The single regulation also means that companies based outside the EU as well as those in member 
states will have to comply with the regulation if they do business with EU companies or look after 
the data of EU citizens. The regulation will enshrine the right of EU citizens to be forgotten, which 
means that unless there is a legitimate reason for preserving it, a company will have to delete 
your data.  

3. Businesses will also have to explicitly seek permission to process the data of citizens: consent 
cannot be assumed and companies will have to notify citizens of any data breaches that could 
affect them. 

 
The sanctions for breaching the rules are much tougher: the fines are 4% of a non-compliant business’s 
global turnover, or 100m, whichever is greater. 
 
 

5.1.8 External Monitoring 
Care Quality Commission - The CQC measure standards to ensure that care is safe, effective, 
compassionate and of high quality. 

Monitor - is the sector regulator for health services in England. Its job is to protect and promote the 
interests of patients by ensuring that the whole sector works for their benefit. It exercises a range of 
powers granted by Parliament which include setting and enforcing a framework of rules for providers and 
commissioners, implemented in part through licences issued to NHS-funded providers. 

The provision of integrated care across and beyond the Trust supported by access to and availability of 
patient digital care records will enhance and improve the Trust’s performance against the standards and 
ratings of both the CQC and Monitor. 

NHS Improving Quality - Hosted by NHS England, NHS IQ works to improve health outcomes for people 
by providing improvement and change expertise.  
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Health and Social Care Information Centre (HSCIC) 

Information Commissioners Officer (ICO) 

 

5.1.9 7-Day Working 
Patients need the NHS every day. Illness does not just strike on weekdays and ensuring safe, high quality 
care every day of the week is at the heart of the drive towards seven day services. 

NHS Improving Quality is working in partnership with NHS England and a number of other organisations 
to take forward this ambitious agenda. NHS Improving Quality’s seven day services improvement 
programme aims to help spread change at scale and pace and support the transformation of services that 
is needed to deliver seven day services 

The implementation of our strategy will provide the Health Informatics to support CDDFT needed in line 
with the changes being made within the clinical strategy to support 7-Day Working. 

 

5.1.10 Local Service Provider (LSP) Exit 
The CSC Local Service Provider Delivery Programme manages the contract to introduce Health Informatics 
products and services across NHS organisations in the North, Midlands and East (NME) of England.  

The current CDDFT provision of 

• CSC iClinical Manager 

• TPP Community 

• TPP UrgentCare/Out of Hours 

• TPP Child Health 

through the National Programme will cease from 7th July 2016 and the Trust will become responsible for 
the provision of systems for these areas. 

The Trust is currently arranging appropriate retention arrangements pending the ratification of this 
strategy and approval of a business case supported delivery model. 

 

5.2 Local Drivers 
 

The case for change is predicated on the recognition by the Trust that it requires an integrated digital care 
record for patients to support: 

• Delivery of its strategic plans and objectives to meet the requirements of the Health & Social Care 
Act 2012 and Government Mandate commitments, focusing on: 

http://www.england.nhs.uk/ourwork/qual-clin-lead/7-day-week/
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 Patient safety 
 Service effectiveness 
 Patient and staff experience  
 Unscheduled care 
 Integration and care closer to home 
 Sustaining and developing Women’s and Children’s services 
 Developing specialist services and centres of excellence 

• The provision of integrated care across Acute and Community services and boundaries with 
primary and social care 

• Delivery of a Health Informatics Plan supporting both local and national strategic Informatics 
developments 

• Provision of patient access and involvement in their care decisions and delivery 
• Realising the many benefits and improvements resulting from deployment, including accelerated 

delivery of benefits associated with other projects e.g. ECDM 
• Addressing key risks to future strategic development and operational performance 
• To enhance and improve its performance and ratings against CQC and Monitor standards 

 

5.2.1 Trust Clinical Strategy  
The Trust has identified 7 key projects as part of their business plan: 

• Project 1: Quality First  - “Quality Matters” 

• Project 2: Transforming unscheduled care at UHND  

• Project 3: Transforming unscheduled care (DMH)  

• Project 4: Centres of Excellence: Capacity at UHND  

• Project 5: Centres of Excellence -Surgical Theatre & Enhanced Mortuary Project  

• Project 6: Integration & Care Closer to Home: mobile working  

• Project 7: Integration & Care Closer to Home: new models of care  

 

 “Quality Matters” 

‘Quality Matters’ is the clinical quality and safety improvement strategy for County Durham and 
Darlington NHS Foundation Trust.  The purpose of this strategy is to support the delivery of the 
organisation’s vision, which is as follows: 

‘Right First Time, Every Time’ 

 

 ‘Quality Matters’ is one of the Trust’s two core strategies for realising our vision, together with our 
Organisation Development Strategy, ‘Staff Matter’. They will be supported with strategic developments in 
enabling areas such IT, Estates and Workforce. 
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This strategy therefore complements the Trust’s Organisational Development Strategy, ‘Staff Matter’.   
Together these two strategies set out the organisation’s principles and objectives in order to: 

• Improve the quality of patient care (Safety, Effectiveness and Experience) 

• Improve the experiences of staff in terms of career development and behaviours. 

 

The whole framework is encapsulated in the diagram below: 

 

 

 

 

 

 

 

 

 

 

 

The Trust has recognized that the Health Informatics Strategy needs to align with the Clinical and Quality 
strategy to enable to Trust to deliver the outputs and be ‘Right First Time, Every Time’. 

More detail can be found in the Trust’s full Clinical and Quality Strategy. 

 

5.2.2 Care Quality Commission Report September 2015 
The Care Quality Commission inspected County Durham and Darlington NHS Foundation Trust from 3–6 
February 2015 and 27 February and undertook an unannounced inspection on 25 February 2015.  

Overall, the Trust was rated as ‘Requires Improvement’. Safety, effectiveness and well-led were rated as 
required improvement; caring and responsive were rated as good. 

This Health Informatics strategy supports the Trust’s strategy to improve based on this report. 

5.2.3 Vanguard 
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The Emergency Care Vanguard is developing proposals for provision of Emergency Services across the 
region. The Health Informatics Strategy will ensure that Health Informatics provision is flexible enough to 
accommodate the outcomes of the Vanguard Programme. 

 

5.2.4 Better Health Programme (BHP) 
The main multi-agency forum is the Better Health Programme (BHP) led by Local Authorities and CCGs, 
with CDDFT as a partner. The aims of the Programme are to improve preventive care and self-help 
through the voluntary sector, better Primary and Community Services targeted at high risk patients, 
revised pathways of care, and integrated working.  

 

The BHP evolved from the Securing Quality in Health Services (SeQiHS) project led by the five Durham 
and Teesside CCGs. It aims to ensure acute services across the region meet agreed standards within the 
finances and staffing available and could involve major strategic change in the medium term. Draft 
recommendations were made to the Project Board in Autumn 2015. Discussions are also taking place with 
Hambleton, Richmondshire and Whitby CCG. 

CDDFT has recently completed an up-to-date self-assessment against standards established by SeQiHS. 
Many can be achieved through internal change, but some will require system-wide change affecting all 
local Foundation Trusts.   
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5.2.5 PESTLE Analysis 
 

We carried out the following PESTLE Analysis to consider the factors affecting the Trust. 

 

Political

Economic

Social

Technological

Changing governments impact on NHS
Changing Health Ministers

Better care fund initiatives with Local Authorities
FYFW – NHS vision

Financial position to develop technical solutions etc.
NHS England £ potential in the future

Balanced financially with neighbouring trusts
Financial monitoring from Monitor – new body to be announced

Effective links with other NHS, local and national organisations
Engagement with local authorities re health and social care
Social media use internally and externally – trust reputation

Experts within the HI environment
Ability to redesign technical aspects in order to provide effective solutions

Vast NHS Experience within technical procurement for solutions
HI national benchmarks carried out on a regular basis

HI audited within agreed areas on an annual basis

PESTLE Analysis

Legal

Qualified professionals with experience of various legislative areas 
Trust appointed legal specialists for advice

Experience and maturity regarding contractual developments
Third party confidentiality agreements in place

Data Processing agreements in place

Environmental
Trust lies within large geographically area, managing resources and patients to best provider

Three PFI hospitals and developing other sites potential to expand ED footprints and theatre’s etc.
Compliance with equality and diversity
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5.3 Information and Communication Technology (ICT) Drivers 
 

5.3.1 Data Centres 
The Trust operates 2 datacentres. The primary datacentre hosted by Durham County Council, offers Tier 3 
facilities.  

All services are running live out of the highly resilient environment, with replication and failover in the 
event of an emergency to a secondary site at Darlington Memorial hospital.  

The secondary datacentre has recently undertaken remedial actions to address legacy issues with water 
risk. However it is a long term goal of Health Informatics to implement a true Tier 3 facility for secondary 
services. 

 

5.3.2 Health Informatics Standards and Framework 

 Information Technology Infrastructure Library (ITIL) Framework 

ITIL is the adopted framework and provides the Trust with the tools to deliver our service using best 
practice. All ICT staff and other appropriate Health Informatics staff will be ITIL certified.  

 Service Desk Institute (SDI) Accreditation 

ICT are currently investigating the benefits of achieving Servicedesk Institute Accreditation which is an 
industry standard recognition. 
 
The aim of accreditation will be to provide a positive impact on the efficient running of the Service Desk 
and ICT Support function, whilst increasing productivity and user satisfaction. 

 Open-source 

Licencing software has significant cost implications for the Trust. In particular, Microsoft licences account 
for more than half of the provisioning cost of a new PC or laptop. 

As existing software packages reach end of life, detailed consideration will be given to open source 
solutions where through active collaboration between ICT suppliers and clinicians, solutions can be honed 
to maximise benefits to delivery of health and social care. Open-source licenses grant licensees the right 
to copy, modify and redistribute source code (or content). 
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6 Current Strengths, Weaknesses, Opportunities, and Threats  
This section identifies the current strengths, weaknesses, opportunities and threats to both the whole 
Trust and specific to the Health Informatics function. 

6.1  SWOT Analysis 
We carried out a SWOT (Strengths, Weaknesses, Opportunities and Threats) Analysis to assess the current 
position of the Trust. 

SWOT Analysis

Strengths

Weaknesses

Opportunities

Threats

Good coverage of IT systems across clinical and corporate settings
Clinicians need to access IT to perform their roles

Good level of engagement across the Trust
Accepted organisational vision

Skilled, qualified specialists in various aspects of HI, IG etc.
Experienced professionals in all aspects of specialist areas

Able to adapt to achieve results
Engagement with commissioning bodies to develop cross community services

Ability to integrate with third parties to provide multi-disciplinary services across local healthcare communities
NHS England successful bids 2014

Good relationships with NHS organisational colleagues
National recognition for proactive project development

Acute and community integrated provider of technical care solutions

Information silos
Lack of Identified clinical leads for IT

Lack of ability to flex to challenges to enable patient care process within the HI environment due to limitations with our core systems
Disparity of systems across Trusts in the local area

Management of multiple current and legacy systems 
Cyber security attacks

Vulnerability to phishing
Conflicting projects across the Trust, having to manage these

Expectations high within the Trust, managing these within priority limits
Competition from neighbouring trusts with service bids

Relationships with Commissioners
Financial position to develop technical solutions etc.

Trust position on risk regarding finance and HI strategy

National 2020 directive for Electronic Health Records
Patient portal

Care group re-design
Develop new services across the region 

Link with Big Cities project regarding data analysis and service redesign
Able to work with other agencies to develop sharing agreements for effective patient care across MDT and LHC.

Joint working with other NHS Organisations to develop technical service’s
Competitive tenders for services across the region

Developing centres of excellence with effective technology
Mobile working deployment – ability to improve patients care MDT etc.

Looking to future regarding NHS services as a healthcare provider, knowledge of international aspects of healthcare to aid decision making for Trusts HI strategy.

Level of organisational change: current and planned
Changes in leadership of care groups 

Trust Staff – human data errors 
Trust Staff – IT email security awareness

National NHS inquiries e.g. Goddard, 
CQC ratings

Monitor profile – new body to be announced
New monitoring body – changing standards / targets

Cyber security – proactive monitoring, user awareness
Data security – ICO monetary penalties

FOIA – press attention – trust reputation
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The Trust is already digitally mature, with a good coverage of Health Informatics systems across clinical 
and corporate settings. Clinicians need to access ICT in order to perform their roles so there is a distinct 
understanding of the need for Health Informatics within the Trust. There is a good level of clinical 
engagement across the Trust. The Trust has an agreed and accepted organisational vision which provides 
a solid basis for this strategy. 

These strengths of the organisation and Health Informatics need to be exploited when developing this 
strategy. 

The Trust’s weaknesses, in relation to administrative and clinical systems, lie in the age and inflexibility of 
a number of core systems. The Trust has information stored in many separate systems not linked together 
and there is a significant demand for the management of current and legacy systems. There is a significant 
weakness in the lack of identified clinical leads for Health Informatics. Disparity of systems between 
Trusts in the local area is also a weakness, halting information flow between organisations. 

There are also weaknesses around cyber security including the risk of cyber-attacks and vulnerability to 
phishing.  

These weaknesses need to be addressed and improved upon as part of this Health Informatics strategy. 

There are multiple opportunities available to the Trust. The national directive to have Electronic Health 
Records by 2020 is an opportunity for the Trust to review the way Health Informatics systems work and 
develop a new strategy moving forward. The need for patient access to healthcare information through a 
patient portal is a big opportunity for the Trust to develop. Also, the Trust is currently undergoing a care 
group re-design and re-structure which provides great opportunity for the improvement and 
development of the way Health Informatics is used throughout the Trust. 

The care group re-structure does, however, pose a threat to Health Informatics. As care group leadership 
is changing, Health Informatics may lose the support of leadership due to changes in individual roles. This 
needs to be considered as part of engagement to ensure Health Informatics gains the support of new care 
group leadership. The level of organisational change within the Trust currently and planned for the future 
could also pose a threat to any Health Informatics future strategic developments due to allocation of 
funding and resource.  

These opportunities and threats have been considered when planning the deployment of Health 
Informatics’ strategic vision. 

 

 

 

 

 



 

Page 36 of 76 
 www.cddft.nhs.uk 

Health Informatics, Darlington Memorial Hospital, Hollyhurst Road, 
Darlington, County Durham DL3 6HX   
 

7 Our Principles 
This section outlines the Health Informatics’ Principles. 

It has been noted that the NHS has: 

…a great deal of data, but a lack of meaningful information and knowledge… 

This strategy has been developed with information at the core – the way in which we record, access, use, 
manage and share information is central to the way in which the organisation operates both currently and 
moving forward. 

The diagram below outlines the key principles for information in taking this strategy forward: 

 

 

• Our information must be Secure. Staff and citizens will have confidence in the protection of their 
information through secure networks and robust monitoring. Patients will willingly share their 
records, knowing that this is only done so for their benefit and that during this process the 
information is confidential and secure. 

• Our information must be Electronic. Paper based processes are removed from the organisation, 
both internally and externally. 

• Our information must be Holistic. The record outlines the patient journey as a whole, providing 
health care professionals with ‘the whole story’, including information from partner 
organisation’s systems. 

• Our information must be Accessible. Relevant, real-time information available at the point of 
care, across multiple sites - whether that is at Trust premises or in the patients home. 

• Our information must be Available. Clinical service continuity through high availability of systems 
through the development and implementation of resilient networks and infrastructure. 

Information

Secure

Electronic

Holistic

AccessibleAvailable

Relevant

Useable
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• Our information must be Relevant. A single source of information with tailored views depending 
on role and requirement; appropriate information pushed to care providers for action. 

• Our information must be Useable. Information is recorded once and used many times; removing 
duplication and improving quality of information. 

 

8 Our Vision 
This section details the Health Informatics Vision. 

This strategy had been developed in conjunction with colleagues across the Trust; to support the 
development of the strategy and the underpinning requirements a series of stakeholder engagement 
sessions have taken place with senior managers, consultants, junior doctors, senior nurses, corporate 
groups, commissioners and other external partner organisations. This stakeholder engagement will 
continue as the strategy further develops and is translated into the Health Informatics Business Plan. 

Key messages from the stakeholder engagement that has taken place include 

“we need to make the most of what we have now and remove the paper processes still active within the 
Trust” 

“information sharing, both internally and externally, is critical to effective care” 

“accessibility must be the same across all Trust sites” 

“remove duplication and provide a single source of clinical and performance information” 

“technology to support me to do my job rather than hinder it, look at the use of mobile technology 
more” 

“use of technology should be time neutral” 

“relevant information should be pushed to clinicians rather than clinicians pulling from  the system” 

“there needs to be central point to manage the multiple alerts from underpinning systems” 

“systems to fit our needs rather than moulding practices around the limitations of systems” 

“systems MUST talk to each other and feed information into each other – capture once and use multiple 
times” 

“information needs to tell a patients story rather than be episode driven, the whole of that story should 
be available including safeguarding concerns and information from external organisations” 

“if systems are standardised across sites so should working practices and patient pathways be”” 

 

 



 

Page 38 of 76 
 www.cddft.nhs.uk 

Health Informatics, Darlington Memorial Hospital, Hollyhurst Road, 
Darlington, County Durham DL3 6HX   
 

The Health Informatics Vision for CDDFT is to be an exemplar in the use of technology, systems and 
supporting processes within the UK Healthcare environment. 

The strategic aims of this vision are: 

• To provide colleagues with a single source of information, for both clinical records and 
performance information, for them to fulfil their role effectively;  

• To provide access to that information securely and quickly at the point of care;  

• To allow other service delivery partners to interact with, and share, information within a patient’s 
journey; 

• To enable care professional, patients and carers access to a single record for all care purposes. 

 

9 Our Strategy 
This section considers the themes of the Health Informatics Strategy 

The development of the strategy follows a thematic approach, aligned to the principles of information 
outlined above and the requirements of our stakeholders.  

This thematic approach helps us to move away from thinking of the composite functions that Health 
Informatics comprises of and take a more holistic view of the developments and initiatives required to 
complete the implementation of the strategy. It is recognised that the developments required, and 
documented in the supporting Strategy Delivery Plan, will support the delivery of more than one theme. 

A thematic approach is an effort to think more broadly than the inputs we are responsible for; to 
understand the information and technology needs of our stakeholders while simultaneously providing a 
blueprint on which the strategic programme will be built. 

The themes of this strategy are represented below: 

Working 
Together 

By 2020 we will have shared resources across the Local Health Economy, 
supporting access to relevant information across partner organisations and 
facilitating partnership working. 
 
Information flows across mulitple organisational boundaries will be supported 
and facilitated through Health Informatics provision. 
 
We will implement a common digital platform, based on standardisation and 
common rules supporting seamless integrated care. 
 
Everything we do will be clinically driven, working in conjunction with the Health 
Informatics Service and others to realise the benefits and remove obstacles to 
progress. 

Working 
Smarter 

By 2020 CDDFT care professionals will have access to complete contemporanous 
records, analysis and decision support that they need to deliver safe, effective 
and quality care. 
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We will have a single source of high quality information which fit the 
rerquirements of both clinical records and organisational management and 
performance analysis. 
 
Technology will be used as an enabler for innovative ways of working, including 
health ‘apps’ and devices developed in partnership with the Trust; supporting 
specific illnesses and pathways as identified as local priorities. 
 
Workflows throughout the organisation will be supported through the use of 
mobile technology, providing care providers with access to contemproaneous 
information at the point of care and enabling real-time record keeping and 
management. 
 

Working 
Securely 

In 2020 we will continue to protect our information, systems and technology 
from  the impact of cyber attacks; we will be able to effectively monitor the status 
of all systems and proactively manage threats. 
 
Access to information will be via a continuous secure platform, both from within 
the organisation and externally. 
 

Citizen Access By 2020 our patients, carers, families and citizens who want it will have access to 
relevant national and local data services which will help them to see and manage 
their own records; undertake transactions with healthcare providers to support 
the management of their health and wellbeing. 
 

Paper-light to 
Paperless 

We will exploit the benefits achieved through the utilisation of the systems we 
currently have in place, to maximise the investment already made by the Trust. 
 
By 2020 we will remove paper based processes from the organisation, replacing 
them as required with secure digitised workflows.  
 

Quality 
Services 

The services provided by Health Informatics will be, or continue to be, 
measurable in terms of quality. From compliance with national informations 
standards, utinisation of best-practice methodologies and frameworks, to service 
desk accreditation. 
 
Service provision expectations through Service Level Agreements will be in place;  
performance data will be readily avaiable and published to the organisation. 
 
Value of service provision will continue to be benchmarked against national data. 
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9.1 Working Together 

 

Working together is critical to the consistent delivery of safe, effective and quality care, whether that is 
within the Trust or working in partnership with other health providers and partners. 

Information sharing thoughout patient pathways within CDDFT will be supported through the 
implementation of an Electronic Patient Record; a single record across the organisation for the entirety of 
the patient pathway. Existing information silos will be removed through the replacement (where 
appropriate) of existing systems as they reach the end of their lifespan. 

CDDFT has well established working partnerships in place; facilitating this partnership working and 
information sharing through the use of technology and systems is key to service provision moving 
forward. 

Providing the platform on which information can be shared between organisations is central to the 
safeguarding agenda, both locally and nationally; provision of collective data as part of the patient 
journey will be available through the implementation of an integrated health record, building on the 
foundation of the Trust’s EPR. 

What we will do: 

• Work in collaboration with suppliers to establish an EPR solution to fit the information 
requirements of CDDFT  

• Interoperability and communication between CDDFT and partner systems will be developed with 
suppliers to ensure the required information flows are supported 

• Develop a roadmap outlining the technical interfaces necessary from partners to support true 
partnership working 

• Encourage local initiatives and innovations that support the adoption of standards to improve 
interoperability 

Working 
Together

Working 
Smarter

Working
Securely

Citizen 
Access

Focus on 
Quality

Paperlite to 
Paperless
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9.2 Working Smarter 

 

“Technology and data can help reduce the funding gap and make a major contribution to meeting the 
nation’s increasing demand for better, safer care.” Information and technology for better care, HSCIC 

CDDFT has recognised the benefit of enabling processes through the use of technology; the short-term 
focus of this strategy is to ensure that the organisation continues to realise the benefits of the 
technologies currently in place and get the most out of investments already made. 

Technology is an enabler for service transformation; through the implementation of this strategy CDDFT 
will need to develop a culture where all health and care professionals take responsibility for recording, 
sharing and using information to improve the quality and safety of the patient care we deliver. 

NHS organisations are often cited to be data rich and information poor; the implementation of a single 
system supporting the multiple information requirements of the organisation aims to overcome this 
concern. The principle is to collect data once to use many times, whether that is througout clinical care or 
providing activity data for statistical analysis and planning tools. 

Clinical and non-clinical staff are expected to use complex tools as part of their everyday job; the work of 
CDDFT and its partners takes place at almost all locations imaginable. Working smarter means greater 
workforce mobility supported by the use of technology, smarter use of the information we hold and 
standardisation of working processes to release efficiencies. 

What we will do: 

• Support the immediate business improvement requirements through the implementation of 
recognised system improvements, such as electronic results acknowledgement 

• Provide our workforce with the knowledge and skills required to facilitate smarter ways of 
working 

• Provide a platform from which clinical and operational processes can be standardised 
• The Health Informatics strategy proposes a range of technical, infrastructure and governance 

goals.   The successful achievement of the core vision and transformational change however, will 
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only be realised by strong Board and clinical leadership working together with Health Informatics 
professionals to remove obstacles and achieve a common aim. 

9.3 Working Securely 

 

CDDFT has a sustained focus on information governance for a number of years. Information governance is 
a framework that brings together all the statutory requirements, standards and best practice that apply to 
securing and handling of information. The focus on Information Governance will be continued over the 
period of the strategy as we seek to increase public confidence in how we obtain, hold, use, record, share 
and secure their information. 

We, and the healthcare sector overall, will continue to be assessed against the way in which we manage 
and care for the information with which we are entrusted. 

This strategy proposes more information flows within, and oustide of, the organisation and identifies a 
need for a balance between managing the security of information and providing those with a legitimate 
need for access to the data they require. 

Improvements to the management of Cyber Security will be implemented as part of this strategy. 

What we will do 

• Continue to provide assurance through the completion of IG toolkits and other national standards 
• Ensure staff know their responsibilities; continue training delivery and development to improve 

awareness of Information Governance and Security 
• Completion of the network refresh; implementation of monitoring and alert tools regarding 

network security 
• Reduce the risk of information losses associated with paper based processes through digitisation 
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9.4 Citizen Access 

 

The National Information Board (NIB) has set out plans for citizens to be empowered through access to 
their health records by 2020. 

CDDFT recognises the importance of patient access to information and has made significant progress in 
making this a reality for our patients. 

The Trust will continue to build on the developments already made in terms of Telehealth and Telecare; 
supporting patient self-management of key illnesses through the use of technology. Support for this 
innovation will continue through the developments of health ‘apps’ and devices. Information will be 
drawn from and input to the overarching EPR, supporting the holistic view of records. 

A patient view of the record will be available through the use of portal based technology by 2020. 

What we will do: 

• Continue to work with suppliers to develop solutions supporting self-mangement for key 
pathways 

• Establish a testbed platform for the development of health ‘apps’ in partnership with the Trust 
• Explore the extension of access to the EPR through a patient portal 
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9.5 Focus on Quality 

 

Our role, as Health Informatics, is to support the improvement of care provision within CDDFT through 
the effective use of technology, systems and information. 

We provide Informatics Services to the whole organisation, and are a centre of excellence and leadership 
in the development and use of technology and systems within the Trust. We have a critical role in 
supporting the organisation to achieve its strategic goals and realise efficiencies through the effective 
utilisation of technology. 

Our services can be measured in terms of quality and value for money to the organisation. 

What we will do: 

• Ensure the Trust is compliant with national standards for information, technology and security 
• Manage services and deliverables as prescribed by recognised industry best-practice frameworks, 

including ITIL, PRINCE2 and MSP 
• Establish an organisational service catalogue and supporting SLAs 
• Publish performance data to the organisation in real-time 
• Complete national benchmarking exercises periodically to demonstrate quality and value for 

money 
• Continue to work against developing International and National standards 
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9.6 Paper-light to Paperless 

 

The organisation is recognised as digitally mature in many areas; the implementation of the ‘best of 
breed’ appoach of the previous strategy has removed a significant amount of paper from the system. 
However, there are always areas for improvement and processes which are still to become digitised. 
Running concurrently to this strategy is the system development roadmap which has identified key areas 
for improvement and progresses digitisation with the tools we currently have. Continuation of this 
roadmap will prepare the Trust for the move to a full EPR, including preparation for business change 
requirements and the associated culture shift. 

Ultimately the implementation of the EPR will remove the requirement for paper processes within the 
organisation, providing the platform for a full electronic record. Further efficiences will be realised by 
influencing the transition of external information flows from paper to electronic format. 

What we will do: 

• Work in collaboration with suppliers to establish an EPR solution to fit the information 
requirements and clinical processes of CDDFT  

• Interoperability and communication between CDDFT and partner systems will be developed with 
suppliers to ensure the required information flows are supported 

• Encourage local initiatives and innovations that support the adoption of standards to improve 
information flows 
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10 What this strategy means for Health Informatics 
This section looks at what the strategy means for Health Informatics within CCDFT. 

Health Informatics are a service with an extrordinary opportunity and ability to make a real difference to 
the way in which the organisation operates. However, we will not achieve anything on our own; the 
success of this strategy hinges on our ability to engage with the organisation, to be led by the vision of the 
Trust Board and its operational and clinical leadership and to deliver against our objectives. The Trust 
agenda for transformational change should be supported by the Health Informatics Strategy. 

 To support this: 

• We have aligned closely to our stakeholders in order to understand their requirements further, 
not just for the basis of this document but to forge an ongoing collaborative relationship. 

• We have also formed relationships with suppliers, to facilitate discussions regarding opportunities 
for innovation and provide influetial leadership in future developments. 

• We will develop a supporting Strategic Delivery Plan, outlining ‘how’ we achieve the objectives 
defined above. 

Our Workforce 

We have completed a service redesign, developing capacity and expertise in key areas to support delivery 
of this strategy and service provision beyond this timescale. 

Our team now have: 

• Clearly defined roles and responsibilities; 
• clearly defined reporting lines and relationships; 
• professional development and progression pathways; 
• opportunities to cross skill in key areas; 
• accountability for what they deliver in the workplace. 

The Health Informatics Service is currently staffed at a level to maintain the existing provision within the 
Trust and delivery the current active schemes. It is noted that the full implementation of this strategy 
would require a review of the temporary and substantive resources within the department to maintain 
service levels. 

11 What this strategy means to the Trust 
This section looks at what the strategy means for the Trust as a whole. 

An EPR will be the enabler for many of the benefits associated with the delivery of this strategy, building 
on those already achieved from existing investments, key benefit areas include support for various 
quality, safety and efficiency gains. 

Modest potential cash releasing benefits are available, plus a far larger equivalent value as a direct result 
of improved access to a single comprehensive clinical record.   

The implementation of this strategy within the Trust will enable the following strategic benefit objectives: 
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• Enhanced patient pathway support and improved management of end-to-end patient journey. 

• Comprehensive digital record, supplemented by local / national guidelines / protocols, Clinical 
Decision Support (CDS)  and pathway support that will reduce net care risks  

• Comprehensive digital record, supplemented by local / national guidelines / protocols, CDS and 
pathway support will reduce unnecessary diagnostic tests (either repeat tests avoided or tests not 
clinically required) 

• Comprehensive digital record will improve information availability for audit and research and 
reduce data duplication and data collation effort 

• Comprehensive digital record will improve information availability for care and reduce 
operational data duplication 

• Comprehensive digital record will improve integrated working between Acute and Community 
based staff 

• Patient / carer access to their own clinical record will improve understanding of options, improve 
care plan compliance, support early escalation of concerns / queries to "virtual health team", 
reducing lengths of stay, crises and avoidable hospitalisation. 

• Improved information quality 

• Enhanced communications via patient-centred record leading to more ‘joined up’ care 

Apart from operational benefits, the model also notes that data collected and available in the integrated 
care record will provide a rich source of care pathway information, enabling analysis of condition specific 
resources consumed, for example consultations, diagnostics, treatments and procedures.  This 
information will improve analysis of health outcomes and aid future planning / costing at both service and 
patient level.  

It should be noted that all benefits outlined in this strategy are potential and cannot be achieved without 
full implementation of the strategy and full business change support and commitment from the Trust. 
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12 Strategic Delivery Plan 
This section outlines the plan for the delivery of this Strategy. 

12.1 Enabling the Vision 

 

Reviewing our current status and drivers, it is apparent that significant change is required to deliver the 
desired vision outcome. 

It remains our strategic goal across the Trust to deliver an integrated care record system, with the 
capability of connecting all accredited clinical stakeholders with the right clinical information. The 
approach that the Trust must undertake to achieve this goal is now significantly different to the previous, 
‘best of breed’ approach. Due to the time constraints from key drivers, the Trust must now re-evaluate 
options available to deliver the desired EPR functionality. 

The proposed procurement route to deliver an overarching ‘clinical portal’ which would support the 
delivery of this functionality virtually is no longer viable, due to the duration of the required procurement 
processes and the subsequent development requirements in partnership with a chosen supplier. 
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In order to reach the system and information goals outlined within this strategy, it is proposed that the 
Trust replace multiple existing systems (as appropriate) with a single, enterprise-wide EPR solution. 

12.2 Electronic Patient Records 
There are a number of EPRs in use in the Health Care Market place both in the UK and 
internationally.  Implementation of EPRs particular in hospital based care has received a great deal of bad 
press over the years.  This is in part reflection of the complexity and diversity in the area of health care, 
but also due to organisations not progressing the deployment of Electronic Patient Records in conjunction 
with a wide scale business change programme, and viewing such implementations as ‘IT Projects’. 
However due to the public nature of the negative reports, there is a great deal of uncertainty and 
resistance regarding EPR solutions.  

Key providers of EPR solutions have, therefore, been invited to demonstrate their current product set to 
stakeholders within CDDFT. Each supplier has been given the opportunity to: provide an overview of the 
existing and planned functionality; provide example sites who are effectively using their electronic 
records; provide examples of effective partnership working with other organisations (or national user 
groups); and communicate with our organisation regarding the desired outcomes of implementing an 
EPR. In addition to the system demonstrations, a number of reference site visits have been facilitated. 

Feedback from these initial engagement sessions includes: 

“I like the way in which the user can change how the information they need is presented to them” 

“mobile working on the wards would be a huge benefit” 

“the functionality has massively improved since I last saw it” 

“I liked the smarter way of capturing information, such as dictated entries” 

“we could use this, easily, now” 

“some of the systems are still episode driven, they need to be patient driven” 

 

While the stakeholder sessions have been positively received by both CDDFT and the EPR suppliers, it is 
noted that the selection and implementation of a suitable EPR tool will bring significant challenges to the 
Trust. The functional priority areas which are emerging through stakeholder engagement will form the 
basis of this strategy’s supporting business plan; the cultural impacts identified will be addressed through 
the supporting business change strategy. 

The deployment of a fully Electronic Patient Record (EPR) would aid the Trust with the delivery of the 
following strategic aims: - 

• To achieve fully automated business and clinical functions. 

• To have a paperless electronic medical records environment where clinical records can be shared 
across the health community. 

• To have efficient and effective business and clinical intelligence reporting tools. 
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• To enhance information sharing, staff productivity and task management. 

A modern EPR would allow the Trust to expand its Health Informatics capability to deliver real benefits to 
patients, staff and the wider NHS. 

 

12.3 System Replacements 
CDDFT have a number of systems approaching end of contract within the timescale of this strategy, for 
which there is no allocated funding for the required replacements. Consideration to be given to whether 
the contracts are extended, the systems are replaced or the functionality is incorporated as part of an 
EPR. Options for which will be detailed in the supporting Outline Business Case. 

The contracts for key systems are due for renewal on the following dates: 

Audiology 
System

iCM Acute 
EPR

TPP 
SystmOne

Community

Endoscopy 
System

CSSD

Radiology 
System

Emergency 
Dept

Pathology
System

GP Requests/
Results

CaMIS PAS 
and Theatres

Sexual 
Health

Ophthalmology

Clinical System 
Replacement

Nov-15 Dec-20

Jan-16 Apr-16 Jul-16 Oct-16 Jan-17 Apr-17 Jul-17 Oct-17 Jan-18 Apr-18 Jul-18 Oct-18 Jan-19 Apr-19 Jul-19 Oct-19 Jan-20 Apr-20 Jul-20 Oct-20

System Replacement Timeline

WinDIP

Pharmacy

MAPS

NerveCentre

Cardiology 
Management

CSC 
Maternity

Centricity 
PACS 

Hardware 

Corporate System 
Replacement

Dictate IT

TPP 
SystmOne

Urgent Care

Child Health

Potential Replace with Existing 
System

Departmental System

Potential Replacement with EPR 
Solution

 

12.4 Using Current Systems to their Best Capacity 
A development roadmap for existing systems will be produced as part of the supporting strategic delivery 
plan, in line existing Trust priorities, emerging financial targets (such as development to support CQUIN 
targets) and aligned to the chosen electronic records delivery option.  

All development requests for existing systems and digital health initiatives will progress through the 
standard governance and approval routes: 
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Combined 
Informatics Group

Care Group New 
Development 

Request

Nervecentre 
Development 

Proposal
Patient Safety 

Committee

Significant 
Resource 

Requirement

Informatics Strategy 
Sub-Committee 

(ISSC)

Programme Re-
Prioritisation 

Proposal

Executive Clinical 
Leads (ECL)

Approved – BaU 
Work Plan No

Yes

 

 

 

We will follow the principles outlined below in the continuation of system provision and development: 

• Using existing systems to the end of their life, in line with contractual agreements 

• Maximise investment and exploit benefits already achieved 

• Align developments to Trust strategic objectives 

• Remove paper from the system 

• Review replacement options, in line with the delivery of an EPR solutions 

 

 

12.4.1 Patient Portal 
A Patient Portal is a secure, user friendly, web-based tool designed for patients to manage their own 
patient record and communicate with their healthcare providers from anywhere, at any time. 

This strategy looks to provide a patient portal as part of the organisation’s long term goal in order to fully 
maximise the benefits of a fully integrated electronic health record. 
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A Patient Portal provides the opportunity for patients, and carers, to become deeply involved in their 
care. This would allow: 

• Improved Communication – providing patients with secure and remote access to their medical 
record, would improve communication with healthcare providers and would facilitate greater 
patient engagement 

• Increased Efficiency – A web based portal would streamline workflow by providing the 
opportunity for patients to autonomously update critical information into their own medical 
records, in their own time 

• Reduced Costs - Reducing the instance of missed appointments through online reminder 
functionality would allow improvements in overall clinical workload and would help realise cost 
savings across the organisation 

• Decreased Administration Time - The delivery of critical patient information could be provided 
electronically via a patient portal, making it easier for the Trust to share real time results, updates 
and concerns directly to patients 

• Information Access - Readily available shared files and libraries would provide patients with 
access to up to date, relevant and qualified medical information. 

How a patient portal is delivered varies significantly across the options to consider when delivering such a 
strategy. Discussions are currently active nationally regarding the provision of a standard patient interface 
platform. Therefore, further consideration will be given to the options available to deliver citizen access 
and included within the accompanying Strategy Delivery Plan. 
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13 Health Informatics Functions 
This section considers the information requirements of the Trust in order to fulfil the Health Informatics 
vision, it is broken down into the composite functions of the Health Informatics Service and the key 
strategic delivery areas which they will support. 

13.1 Systems Department Requirements 
 

The forward looking strategy for system support and management will be to align the functions of the 
department in line ITIL practices. This will include working with wider Health Informatics teams to deliver 
a more seamless, coordinated and productive service desk experience for system users across the 
organisation. The aim is to provide a high quality of service with continual service improvement. 

 

13.1.1 System Support and Management 
 

•        System Management and Maintenance ensuring local and national standards compliance both 
for directly managed and organisation supported systems, 

•        System configuration and development activities, 
•        Managing and maintaining system controls, 
•        Supporting corporate and management reporting requirements,  
•        Ensuring we do upgrades to systems that will continue to be used within the Trust, 
•        Ensuring all system updates and changes are managed in accordance with ITIL good practice and 

change control procedures, 
•        Managing supplier performance contracts and renewal dates, 
•        Maintaining, reviewing and updating system documentation, 
•        User 2nd and 3rd line support.  

 

13.1.2 System Integration and Interoperability 
 

The Systems Integration team have day–to-day responsibilities that will need to be continued alongside 
strategic development work, which include: 

•        Monitoring and maintaining existing interfaces and system interoperability, 
•        Supporting data quality and compliance, 
•        Maintenance of all interface documentation, 
•        Development of standard and bespoke interfaces and interoperability functions within and 

between systems, 
•        Compliance against international and NHS standards including HL7, ITK, FHIR , 
•        Maintaining links with HSCIC for developments involving national systems including Electronic 

Referral System (ERS), PDS, and Summary Care Record. 
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13.1.3 System Business Analysis and Clinical Safety 
 

The business analysis and clinical safety team will be responsible for: 

•        Working with clinical and corporate teams to support requirements analysis and translating 
requirements into  workflows and system configuration or developments, 

•        Support teams in maximising the potential use of technology to support administrative and 
clinical processes, 

•        Identify and promote the potential benefits and best practice through developing existing 
systems, 

•        Supporting clinical resources in implementation of new ways of working using technology, 
•        Support the Trust Clinical Safety Officer (CSO), Clinical Chief Information Officer (CCIO) and 

Caldecott Guardian in compliance with Clinical Safety standards required for the manufacture, 
purchase, deployment, maintenance and decommissioning of clinical systems. 

 

13.1.4 System Developments 
The systems team are also responsible for developments to existing systems, for which there is a 
large programme of work currently being undertaken. 

Known system developments required regardless of the Trust’s selected direction are outlined 
below. 
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Care Group Priority Work Title Details Status 

Full Trust High iCM - ePMA   Deployment 

Integrated Adult Care High Phototherapy database replacement the dermatology phototherapy database is no longer 
supported. An alternative solution to be sought 

Analysis 

Full trust High Set allergy alert in ECDM when added 
in ICM 

Set allergy alert in ECDM when added in ICM Queued 

Full Trust High Health IT System Safety Management 
Policy 

Develop a Health IT System Safety Management Policy 
including a Toolkit which can be used throughout the Trust. 
BAs will facilitate the Clinical Safety Process 

Analysis 

Full Trust High NEAS Flight deck update the NEAS flightdeck details automatically Development 

Full Trust High ePMA -ED and AMU process develop process to allow drugs to be prescribed in ED for 
patients going to AMU 

Development 

Corporate High Reducing document scanning by 2020 Work with Mark Herkes to map out and plan the reduction 
of scanning documents by supporting IT solutions to 
automate the process 

Queued 

Family Health High IT Mobilisation of Childrens Services to 
Harrogate 

01/12/2015 IT Mobilisation of Childrens Services to 
Harrogate.  

Completed 

Community Services only Medium Digi-stethoscope. Health and Wellbeing To scope the use of Dig-stethoscope with the care group Testing 

Clinical Specialist Services Medium Consolidation of outpatient letters in 
CaMIS 

Standardisation of letter Templates to reduce number of 
letters currently on system for follow-up appointments 

Queued 
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Surgery Medium New orthopaedic order sets 14/07/2015 - requirements collected and now progressing 
to development 

Development 

Integrated Adult Care Medium Dietetic electronic referrals Electronic referral extension from 
BAH/Richardson/Weardale/Sedgefield to print at Henson 
Close 

Development 

Corporate Medium Position based systems access Initial work to baseline positions and carry out a gap 
analysis of access for systems. 
Assess current access for open and eCaMIS and refine in 
line with Position Based Access 

Analysis 

Full Trust Medium Review Allergy Categories in iCM Ensure allergy data capture is correct (especially 
food).  Phase 2 - once allergies configured correctly, 
remove node from the knowledge tree (effects reports) 

Queued 

Acute and Emergency Care Medium Custody Suite Access to SystmOne The team have requested access to SystmOne to maintain 
a full electronic record in the same way as the 6 Trust UCCs 
function. Requesting restricted access to any new unit in 
the form of a closed unit 

Queued 

Surgery Medium eCaMIS Theatre module review Initial benchmarcking taking place. Development 

Integrated Adult Care Medium OPAT Process and Clinical Templates in 
SystmOne 

Support the OPAT Lead with Clinical Templates and work 
with service lead re process for MDT Meeting and 
information input. 

Deployment 

Clinical Specialist Services Medium SALT referrals in iCM Develop electronic referral from clinical locations to a 
central printer for SALT 

Development 



 

Page 57 of 76 
 www.cddft.nhs.uk 

Health Informatics, Darlington Memorial Hospital, Hollyhurst Road, 
Darlington, County Durham DL3 6HX   
 

Integrated Adult Care Medium CREST Team to merge with the 
COPE/OPAS UNIT IN SystmOne to 
deliver an integrated team. 

To scope end to end process and set up an initial meeting 
with key stakeholders 

Queued 

Acute and Emergency Care Medium Cardiology MDT Record Doctor Koziara.  MDT outcomes record accessible to 
relevant clinicians in support of standards 

Analysis 

Acute and Emergency Care Medium Management of SRI Dermatology 
Images 

Request is to have support in loading images directly into 
ECDM rather than current process of being printed and 
scanned. 

Analysis 

Integrated Adult Care Medium Specialist Palliative Care Team require 
solution to coding inaccuracies in 
numbers of Specialist Palliative Care 
Contacts 

Specialist Palliative Care Team require solution to coding 
inaccuracies in numbers of Specialist Palliative Care 
Contacts. Care Group Facilitator/Service had requested to 
register all patients on SystmOne. Requirements need to 
be collected to find solution to the inaccuracies in coding 
which could be affecting the Trust's mortality rates. 

Testing 

Surgery Medium Endoscopy referral for Urgent 
colorectal cancer 

14/07/2015 - awaiting transcription of requirements 
02/12/15 - Handed over to Liz McHugh (awaiting 
requirements from Michelle) 

Development 

Clinical Specialist Services Medium Long term conditions alert for Learning 
disabilities 

  Queued 

Acute and Emergency Care Medium Long Term Conditions alert for Epilepsy   Analysis 

Full Trust Medium Use ITK messages to send documents 
to GPS 

Change the current email process to  use ITK messaging Analysis 
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Full Trust Medium Reprocess DD reports into WinDIP Zipped files of a vast number (20,000) PDF and WIF files to 
be reprocessed into WinDIP are received and have to 
be  unzipped and processed 

Deployment 

Full Trust Medium Consolidation of generic nhs.net 
accounts for iCM notifications 

Notifications are currently sent to individual email 
addresses to inform of a patient 
admission/discharge/condition. 
This process fails when staff leave the Trust or are absent 
from duty. 
A generic email address can be managed more robustly 
and involve less maintenance. 

Analysis 

Corporate Medium Waiting List IT Solution IT solution to streamline the process of waiting list 
referrals to reduce risk of delay/loss of referral forms. 

Queued 

Clinical Specialist Services Medium Medicine Management and Pharmacy 
Non- Medical Prescribing Data base 

Database came over from community health services and 
is a central system for registering all Non Medical 
prescribers and monitoring their prescribing activity. The 
service is unfortunately currently unable to make use of 
the data base since merging with the FT. The functionality 
was lost as it was not able to be supported in its current 
MS Access format. Service need to consider different 
options as the current functionality is not fit for purpose 
and only provides a non medical registry only. 

Analysis 
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13.1.5 Additional Requirements for New Systems or Developments to Existing Systems 
 

The current list of system developments and any further requests will need to be re-evaluated following 
submission of the outline business case of EPR options to be taken to Trust Board in April 2016, as the 
decision made at this Board meeting may mean there will be systems for which there are planned 
developments which are no longer necessary/required. 

13.2 ICT Infrastructure and Support Requirements 
 
ICT is responsible for the support and maintenance of the Trust’s technical infrastructure along with ICT 
support for more than 8500 users. 
 
There are 3 key technology areas covered by ICT Infrastructure; Networks, Communications and 
Operations. ICT support covers the support of the PC estate and any associated endpoint devices, along 
with the first line support and user experience of the servicedesk. 
 

13.2.1 ICT Support 

 PC Estate 
 

The Trust’s PC estate consists of approximately 4330 workstations and 1000 laptops. The laptop estate 
will increase by 1100 devices as part of the Trust’s mobile working project.  
 
Historically PCs have been made to last 6 years and laptops 4 years. 
 
During the last 6 years, the entire PC and laptop estate has been refreshed at a capital cost of £1.8m  
 
Strategically it is not sensible to be providing more and more power to the desktop estate. In 2014 it was 
decided to better utilise the replacement expenditure to provide a VDI thin client environment. This will 
allow for specific benefits around the mobility of services, session persistence, and security of data and 
management of images. 
 
All machines have been upgraded to Windows 7 and they will remain on this version of the operating 
system until end of official support (January 2020) or they are replaced with a thin client device. 
 
The VDI thin client roll out will improve performance and avoid future costs of continually upgrading the 
desktop environment. The management of licenses will become significantly easier to handle. 
At the end of support the dependency on Windows client licencing will be significantly reduced, however, 
laptops and devices requiring windows will need to run a native operating system. The licensing model for 
future versions of the Microsoft operating system is undergoing change and will require further technical 
and financial evaluation in the years leading up to the end of Windows 7 support. 

 Other devices 

Due to evolution in regards to the computer estate, ICT is now responsible for the management and 
configuration of far more than just PC’s and Laptops. A large number of devices for specific purposes are 
supplied and supported on a departmental specific basis. These include trolley computers, 
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mobile computers, all in ones, thin clients, Windows Tablets, iPads and iPhones. Specific needs and 
requirements are evaluated before a decision is made on suitability, whilst keeping the device estate as 
standard as possible to allow ease of support. 

 Licensing 

All software in use within the Trust is appropriately licenced for use within an enterprise environment. 
Strict controls are in place to ensure all non-standard software is tested and certified prior to joining the 
corporate network. 

 Microsoft Licensing 

Following a national policy change in 2010, the Trust lost access to a National Enterprise Wide Agreement. 
An allocation was made to the Trust, however the licences never formally were transferred to the Trust. It 
was necessary to correct the effective licensing position with Microsoft at a cost of £385k. Every new 
machine added to the estate since then required a licence pack which equalled the cost of the hardware.  
Following thin client roll out, licensing implications are significantly reduced. 
 
The Trust now sits on the latest Microsoft Product and Services Agreement and the Trust has a fully 
compliant estate.  

Each computer which connects to the Trust network and has capability of accessing Microsoft 
technologies must be licenced accordingly. This means each net new PC incurs costs which exceed that of 
the hardware. The desktop virtualisation strategy will aim to reduce this dependency to over licence the 
estate. 

 Device Encryption 

All capable mobile devices are provided with full disk encryption so that in the event of loss or theft any 
data is fully protected and inaccessible. The encryption process is fully automatic and all mobile devices 
are encrypted by default policy. Some mobile devices, such as basic mobile telephones and hand held 
devices do not support encryption. Further strengthened policies are enforced on these devices. 
 

 Proximity Card Authentication 

All thin client devices and mobile working laptops will be capable of using proximity card authentication. 
New NHS smart cards will also be capable of providing authentication using Identity Agent v13. This will 
significantly improve the end user experience as well as providing fast, secure access. 
 
Thin clients will have significantly improved login times and offer a ‘follow me’ desktop experience. 

Generic Accounts 

In line with the VDI strategy and the deployment of proximity login, the generic accounts will be phased 
out allowing complete accountability and improved security on the domain.  
 
The user onboarding process is currently being developed to allow the Servicedesk to easily transition 
new users in a controlled manner. Future plans include the expansion of this to clinical leads to account 
for Locum Consultants. 
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 Password Reset / SSO 

All clients will have capability to reset passwords regardless of their client type. Single sign on capabilities 
across all clinical applications will be added, through a combination of LDAP integration or a Single Sign- 
On Solution. There are on-going costs for maintaining SSO technologies. 
 

 Mobile working 

A large number of staff will be utilising mobile working technologies to enable more agile working. This 
will be delivered using a combination of smart phones, tablets devices and laptops. Currently in pilot, 
users are already benefitting from the mobile devices and the Trust will deploy a total of 1178 by the end 
of the project. It is intended to allow users to access everything they require, location independently.  

 Printer consolidation 

ICT will support procurement in the reduction of printers throughout the Trust, providing access to the 
network to further support this process. 
 
The strategic intention is to remove paper from within the system as much as practicably possible; when 
devices reach end of life consolidation and reduction strategies will be put into place. 
 

13.2.2 User Experience 

 User Self Service 

Users can now change their own passwords 24/7 via the self service system. Fault calls and requests can 
be made via the ICT Self Service portal. 

Locum and Agency Staff 

Access to systems is increasingly critical to all staff performing their role; provisions are in place to meet 
the immediate requirements. There is an active project to securely onboard agency and locum staff, 
removing the need for creation of generic accounts. This will provide the Trust with assurance regarding 
the identity and compliance with policies of all users. 

 Core User Experience 

An active focus is being placed on improving the number of first call resolutions. An active programme of 
upskilling of the Service Desk Team is in progress with plans for further alignment between Desktops 
Support and Service Desk. 

 

13.2.3 Network 

The network forms the fundamental foundation for successful delivery of all the Health Informatics 
strategy. Due to recent technology developments such as eObservations and EMPA, the dependency on 
the wireless network in terms of resilience and availability is greater than ever. This will result in a shift 
from conventional fixed device types to a combination of fixed and wireless. 

 Recent COIN developments & Changes 

Following the dissolution of the PCTs, the shared network between the Trust and the PCT (the COIN) is no 
longer required. 
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All services have been migrated to our own network, including a return to our own N3 connections. 
Following recent changes to the provision, no additional requirements are anticipated to deliver an EPR. 
 

 Network refresh  

The data network hosts over 300 enterprise services and systems, along with over 7000 endpoint clients. 
The campus network is identified as a critical system and there is an increasing dependence upon it on 
how we deliver access to information across our sites.  As the telephony network moves further towards 
VOIP technology there will be an even greater dependency on the data network for real time.  
 
Between 2016 and 2018 £1.5m will be invested in the data network, to ensure that all end of life 
equipment is replaced. This refresh project will replace existing equipment on a like for like basis, 
however taking into account new technology to improve services and performance for the future. Overall 
we will improve the current network, whilst ensuring support and management is simplified due to 
modern hardware and software tools. 
 
This will also expand where necessary to support current projects, with a particular focus on Wifi 
requirements, which will be evaluated during this process. 
 

 Wireless developments / eOBS, expansion  

Significant investment was made to the existing wireless infrastructure in 2014/15 to facilitate the roll out 
of eObservations. £236k was invested to present wireless capability to the patient bedside areas. The 
existing infrastructure will be maintained in its current form and further expansion of wireless capability 
will be rolled out across the Trust as wireless continues to be a key infrastructure requirement for the 
organisation. 
 
Patient Status At A Glance (PSAAG) is being developed and will be rolled out across the Trust. 
 

 Guest Wifi 

Guest Wifi access is currently being used by over 240 users Trust Wide. 
 
Management of guest accounts on the guest network has now been fully handed over to business as 
usual support and key people in the education department. Fine tuning of the system continues in order 
to make the system as user friendly as possible. 
 
Options are being considered and evaluated to provider a wider ‘public access network for patients and 
visitors to the Trust. 
 

13.2.4 Servers and Datacentre 
It is recognised that the clinically preferred solution for an EPR will determine the overall data centre 
requirements; a firm direction cannot be provided until the supplier and their requirements are known. 
We will remain flexible with our approach up to this point. 
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 Data centre physical and environmental 

The Trust has access to a Tier 3 datacentre which is now used as our primary site. All services are running 
live out of the highly resilient environment, with failover to a secondary site. 

The secondary site has had historic known issues and risks. Recent improvement work has taken place to 
remove a significant portion of the risk, but our strategy is working closely with the Estates department to 
identify the possibilities of a second Tier 3 datacentre.  

 Virtualisation and High Availability 

The Trust has invested heavily in virtualisation technologies, and has highly-resilient virtualisation 
platforms located in both of the Trust’s datacentres. High resilience to failure and short recovery time 
objectives for these systems in the event of a disaster at a system or a site level are key to the Trust’s 
performance as a healthcare provider. We use system agnostic, high performance scalable hardware to 
reduce the number of devices to purchase, deploy, and maintain; and improve speed and agility. All new 
systems will continue to be delivered as virtualised servers giving the flexibility of management and 
support. Deployment on the Trusts virtual platform means a quick turnaround on providing services and 
platforms for suppliers to implement their solutions.  

High availability is configured both locally and cross site via replication to ensure that services have 
significant uptime. Ensuring critical business and clinical systems are available to clinicians at all times is 
they key focus of the Infrastructure team, and will be the number one priority when considering 
deployment of new services.  

 Automation and Orchestration 

Due to the centralisation and consolidation of Infrastructure services it is essential that streamlined 
workflows are identified and implemented to support the level of work required of CDDFT. Developing 
processes to seamlessly replace manual data centre provisioning with automated workflows will increase 
the consistency and speed of deployment and resolution of faults. It will allow staff in the infrastructure 
team to develop complex and time consuming manual operations into workflows for other members of 
staff to follow. Development of these workflows and processes is beginning now as part of the 
restructure, and will develop over the coming years.    

 Storage 

Data growth is a large feature of every organizations Health Informatics strategy. Data is growing at an 
exponential rate due to more reliance on technology and systems. Particularly in a healthcare 
environment where more aspects of patient records are being converted to electronic formats the growth 
of data needs addressing. An efficient storage environment is critical to the ability of the Infrastructure 
department to support the existing workloads, along with the future developments of the Trust.   

Historically when servers were procured the storage components (hard drives) were inbuilt in much the 
same way as desktop PC’s are. This was restrictive in that there are a limited number of slots where hard 
drives can be mounted, therefore a limited size for the data to grow into. 

A SAN (storage area network) is a group of devices, configured together on their own network to 
overcome the storage limitations of disks attached directly to standard servers. The Trust currently has 
SAN devices at each Datacentre to allow us to consolidate multiple workloads and handle unpredictable 
data growth. Data is protected locally, and replicated between the sites for recovery in the event of 
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unavailability. Our strategy is to continue this consolidated storage approach, replacing these when 
required to ensure appropriate protection. More data will continue to grow, so availability and 
performance need to be considered and developed as required.  

 Data Management 

There are several key considerations when evaluating backup strategies for any server (physical or virtual) 
and these are all related to the ways that modern Infrastructure is developed. Many areas in the Trust 
now work extended hours or even 24 hours so the time window where a backup can be taken without 
impacting on the system is constantly eroding. Not only does this mean that backups have to backup 
increasing amounts of data in smaller time periods, it also means that the ability to reschedule backups in 
the event of a backup failure is often severely reduced or even non-existent. As the Trust becomes ever 
more dependent on its computer systems, any disruption to business processes and ultimately patient 
care can be severe. In the event of a server failure it is imperative that the server is recovered as quickly 
as possible to a working condition. 

Historically backups were managed by applications that backed up individual files and archived to tape. 
This was time consuming and had multiple potential failure points. As we have standardised on 
virtualization, we have also put consideration into the way we backup data. We the storage at the host 
level, and back up the Virtual Machines as collections of files on the storage. This minimises the impact on 
users, increases the speed that backups can be taken, and allows for a simple recovery method. Our 
future strategy is to reduce the impact on the backup systems of future growth. Archiving of historic data 
needs to be considered, along with backup and availability strategy of simple file and image storage to go 
in line with how we have deployed ECDM and PACS.  

 

13.2.5 Communications / Telephony 

 Voice Communications 

The Trust has standardised on an Avaya telephony platform. This will provide a robust, adaptive and 
expandable platform which is fully supported until 2020. Between now and 2020 it is envisaged to 
migrate a large proportion of the estate onto VOIP technologies, reducing the impact of any removal of 
analogue capabilities when the existing platform reaches end of life. 

Avaya Communications Manager has recently been installed which has future proofed the telephony 
platform beyond the lifespan of the existing PBX. Developments on this platform are giving ease of 
transition for new services to be brought online without heavy reconfiguration. 

In 2016 it is proposed to move IDSN lines to SIP technologies, leveraging the additional benefits of 
resilience, portability and lower cost per channel. This will bring additional advantages such as non 
geographical numbering, the rapid provisioning or moving of services and additional disaster recovery 
capabilities. 
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 Community Communications 

There are currently 14 community sites which historically were supported by County Durham PCT and 
more recently NECS. The Trust will take on support of these sites, providing a combination of IP telephony 
reusing telephony assets which became available due to estates rationalisations. 
 
Bringing these 14 sites back under CDDFT support will enable free site to site dialling, expansion of the 
existing internal 5 digit number range and the ability to exploit recent investments in the Netcall 
voicemail and call centre technologies. 

 Unified Communications 

A number of technologies exist which allow for peer to peer communications. With the introduction of 
the Avaya Communication Manager, and the Avaya OneX Communicator client, the ability to federate 
between existing technologies will be available.  

Seamless calling between in house video conferencing and desktop clients will be the first step, with 
advanced functionality for presence, call hand over and integration with mobiles devices and smart 
phones will follow. 

Federation with other organisations and platforms will also become possible. 

The ability to use popular technologies such as Skype, Siri and texting will be supported through an 
appropriate platform. 

 Voicemail, Switchboard and Call Centres 

A new voicemail, switchboard and call centre platform, hosted in the resilient datacentre, will be made 
live in 2016. This will bring new capability for seamless communications, replacement of ‘0’ for operator 
and the ability to share the load during busy periods between disparate groups of staff (e.g UHND and 
DMH switchboards). 

All legacy ‘hunt groups’ and other informal call queues can be brought into a professional call centre 
environment, enhancing the caller experience and providing better call flow. 

A new telephone directory will be required to underpin this technology. A 2 way integration feed with 
NHSmail and Active Directory will ensure the correct information is available at all times. 

 Alternative Communications 

There are number of users in the Trust who still heavily rely upon fax technologies. In order to remove fax 
machines from service, a software based solution will be provided. This will allow users to receive faxes in 
a secure manner directly to their NHS mail accounts. Where a requirement to send a fax exists, capability 
will be added to PCs, using NHS mail addresses to send documents in a facsimile format. 
 
Longer term it is still the aim to reduce and subsequently remove fax as a method of communication. 
 

13.3 Information Governance Requirements 
Information Governance is responsible for the safe and secure handling of all personal information 
processed by the Trust and gives assurance that we are compliant with information rights legislation and 
guidance. 
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Current sharing partners are growing across the health landscape; it is no longer just differing NHS 
organisations sharing personal information but local authorities, private organisations and third sector 
organisations such as voluntary bodies. Patients awareness of this sharing has grown over the last few 
years with several high level national breaches and patients want to be fully informed of what is 
happening to their data and who is seeing and holding it for what purposes.  

Research is a growing area and universities want more healthcare data to analyse and produce results to 
assist clinical aspects of care and service redesign.  

Acceptable use policies must be in place with the guidance and training for staff within the legal 
responsibilities 

13.3.1 Next five years and forward interdependencies 
Legislation - A key aspect to the Information Governance agenda is the newly approved European 
Commission General Data Protection Regulation (GDPR). This will have to be developed into UK law over 
the next two years but is now in force. This brings with it major challenges to current processes, policies 
and sharing agreements along with contractual reviews being needed. Full reviews of all Trust information 
processing will have to be completed to ensure compliance with these new regulations over the next five 
years. This will involve certification and training for qualified professionals. This also links to the national 
cyber security work plans as legislation in these areas is also developing. 

Integrated Digital Health Records – providing easy access to a combined view of patient information 
drawn from multiple organisations.  This includes access to health information through purpose designed 
views and collaborative care-planning to care-team members. The Trust are looking at an electronic 
patient record accessible to all staff and others working for the Trust and others within the local 
healthcare community. 

Utilisation of a patient portal where all information would be stored e.g. appointment letters, ability to 
change appointment in the portal, obtain information regarding them would also reduce the amount of 
Subject Access Requests from patients as the information would be available to them via this portal. 

Patients expect and need to have better access to information about their own healthcare and services 
available to them in particular those with long term conditions. This is where the digital technology can 
enhance healthcare.  Patients can update their health data such as blood pressure etc. via phone or email 
but the introduction of App’s would enhance the patient experience and provide a more efficient way of 
working with reduced visits to hospitals. 

Managing patients at home and enabling patient-clinical contact remotely is an essential part of the 
strategy moving forward. Enhances in digital technology will enable this and CDDFT have to be able to 
proactively work in this changing environment within the information Governance and Security realms. 

The Trust currently has policies and procedures in place and relies on staff knowledge and awareness of 
these in their day to day working role however; in reality these are not fully enforced. A ‘zero Trust’ 
approach is one approach in building systems that don’t inherently Trust people and devices based on the 
network they are using. Software on the devices can prevent malicious applications from being 
downloaded onto mobile devices preventing theft of sensitive patient data. Policies and procedures will 
need updating as technology advances through the Trust. 
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An operating framework will be developed regarding this model to ensure the Trusts standards and 
principles are embedded in both the procurement and archetypal design. This will be challenging in a 
complex environment covering systems, procedures, operational processes etc. whilst giving assurance to 
the Trust and complying with legislation. 

Working with other NHS organisations and Trusts where clinics are shared and cross boundary working is 
in place will increase. We need to ensure we utilise technology to aid this working environment and 
federate access. This could be via single sign on with smartcards across all systems locally not just 
nationally. 

Social media, Wi-Fi access to the public – only with user name and password to log on as guest for a 
charge or free access for a limited time, all users must tick the terms and conditions of use. This should 
also be auditable as any downloads need to be related to the same policy as the Trust have in place re 
illegal etc. this may be through the Trust itself or arrangement with commercial ISP’s to provide the 
connections and monitoring via a dedicated link provided to their network. Utilise skype, siri etc. 

Utilisation of electronic storage must be developed to aid sharing information by other NHS providers as 
patients travel across multiple organisations. Cloud storage reviews will also be undertaken in this area. 

13.3.2 Information Governance Framework 
The Trust has a detailed information Governance (IG) framework in place which has been regularly 
audited. There are key documents in place for each system to ensure the information held in these 
systems complies with the relevant legislation. The Trust will work with partner organisations where 
information sharing is necessary as part of patient care and legislation requirements. 

The Trust IG department works with other IG leads across the local health community and beyond to 
ensure information is available and secure in order to continue a patient’s healthcare and meet the Trusts 
duties as part of UK Law. There are various Access methods which will be reviewed as service needs arise 
which includes staff and patients’ expectations to ensure effective care. The Trust is moving forward with 
single sign on and the ability for patients to access their own record. Utilising Wi-Fi technology from 
mobile devices, from patients’ homes and public Wi-Fi availability are all being investigated to provide a 
better care service for the patients. 

 

 ICyber Security Compliance 

 
The Department of Health (DoH) introduced cyber security, malware protection on the 16th March 2015 
asking Trusts to assess themselves on the top ten steps highlighted in letters to CEO’s. 

Trusts are asked to implement best practice around Information and technical security with respect to 
cyber-attacks identified in the media. They are also asked to review incident management capability with 
defined plans to isolate incidents; implementing timely and effective repairs and ensuring the ability to 
recover data are all within the ten steps guide. 
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The government launched the ’10 steps to cyber security’7which provides updated practical guidance for 
organisations to improve the security of their networks and the information carried on them.  
 
Completion of a detailed risk assessment on the top ten steps within the Trust’s current environment 
identified some gaps or needing further development, these have been discussed within the ISSC. The key 
gaps identified in summary are: 
 
There are some gaps regarding user awareness and training which have been identified, there is a need to 
run a high profile Trust wide awareness campaign for users.  

Determine your risk appetite 
The Trust has agreed that the risk appetite in this area is high.  

Create and maintain hardware and software inventories 
The Trust currently have some automated microsoft client management tool, system centre configuration 
management (SCCM) and Active Directory (AD) we also have Configuration management data base 
(CMDB) in Servicedesk (Landesk), there are processes in place to monitor these hence computers and 
laptop data assets are green. We do have solar winds however, this is managed by exception.  

Monitor Use intrusion monitoring tools and regularly audit activity logs. 
The Trust has some logs for activity in real time but is reactive in this area. This has been identified in the 
ICT skill mix review that resource is needed in this area. We need this role to monitor and assess 
compliance across health informatics. There are products / software available to assist, such as McAfee 
SIEM, which would be needed, but this would incur additional costs. This area has also been identified as 
an audit recommendation that the Trust need to proactively monitor activity logs. 

Monitor all users - Monitor user activity, particularly access to sensitive information and the use of 
privileged accounts. 
Clinical system monitoring is in place however the Trust does have generic accounts in place. ICM is the 
only system which validates IP address of clients and has a detailed audit trail 
The Trust has limited ability to monitor network and desktops; we can identify a picture but not drill into 
the detailed behaviour. Software is available for this but at cost.  

Monitor all ICT systems - Ensure that the solution monitors all networks and host systems (e.g. clients 
and servers). 
The Trust use MacAfee which has both signature and heuristic. We are not completing any behavioural 
based analytics. 

Monitor network traffic  
All monitoring is retrospective at present. We do have firewall and proxy logs. From the technical 
perspective we have in place state of the art software protection, intrusion prevention (IPS) and network 
access control (NACS) although we do not pro-actively monitor through software. We are reactive in the 
event of an incident and after the event we take actions to prevent re occurrence. 

The Trust’s security specialist and Head of Information Governance have been trained to HCISPP 
certification. Further work will be carried out to ensure all recommended standards for real time network 
monitoring can be achieved. 
 

                                                            
7 https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility 

https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility


 

Page 69 of 76 
 www.cddft.nhs.uk 

Health Informatics, Darlington Memorial Hospital, Hollyhurst Road, 
Darlington, County Durham DL3 6HX   
 

Throughout the technology advances, concerns over threats to sensitive patient data are clear and need 
to be managed in the cyber security attack environment. This is a challenge embedding local and national 
schemes into the Trust. Clear security models where it is easy to access patient data where patient 
privacy is also enforced by auditing access and detecting anomalous access proactively will be costly but 
not unrealistic. The Trust must actively take steps to secure the expanded perimeter where mobile 
applications are used to mitigate new and emerging risks. 

CDDFT must demonstrate they do understand the new threat landscape and acts thoughtfully and 
accordingly and allows the Trust to move forward within digital healthcare with a proactive approach.  

High profile corporate and personal information security breaches are now regular occurrences. The 
important point from an organisational perspective is that our security controls have been designed and 
assessed against industry standards and best practice so that gaps / weaknesses are identified and 
security improved, on a continuing basis.  

Whilst the Trust is managing their cyber security risks, it is on a manual / reactive basis at present. We 
detect incidents when they occur and can apply resource to fix these problems.  

There is some investment required to ensure we have resource and software to proactively monitor 
user’s behaviour for example identifying the top users, the types of traffic, what web sites are visited and 
the activity users are completing. This would give a detailed picture of user behaviour which could then 
develop a targeted awareness campaign. 

Once agreement from Trust is decided, the strategy will allow Cyber Security to develop to meet 
standards over the next five years. 

13.4 Programme Delivery 

13.4.1 Frameworks 

The implementation of the strategy will be managed using the CDDFT Health Informatics Programme 
Management Framework; the framework has been designed to comply with recognised industry best-
practice and align to the Trust requirements for key areas. 

The emerging strategic programme will be managed using the OCG’s recognised standard methodology 
for programme management, and supporting documentation, Managing Successful Programmes (MSP). 
All projects within the programme will adhere to PRINCE2 methodology. 

Business cases for the developments will be developed using the agreed CDDFT business case templates 
and governance. Business cases will be developed with support from key stakeholders, including clinical 
representation, finance and procurement expertise. 

13.4.2 Business Change 
The implementation of this strategy will be undertaken as a transformational change programme. 
Technology, systems and processes are enablers of the strategy; the full benefits and potential of this 
strategy will not be realised until the supporting business change is implemented and embedded. 

Drawing on lessons learned from previous and existing Health Informatics Developments, business 
change will be addressed through the identification and allocation of dedicated resources to areas 
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impacted by the changes proposed. Service areas will be provided with the tools and support required to 
map existing processes, identify areas of waste and practice improvement, propose new methods of 
working and define the ’future state’ through which the maximum benefits to individuals and the Trust 
will be realised. 

The delivery of this strategy will be supported by a full Business Change Straegy, which is currently being 
developed. 

13.4.3 Governance 
The delivery of this strategy and alignment with the Trust’s strategic objectives will be monitored by the 
Informatics Strategy Steering Group (ISSC). 

ISSC ensures the effective development, management, co-ordination and implementation of the Trust’s 
health informatics strategy and work programme.  The group also has a key role in prioritising the 
informatics work programme including project approval and scheduling.  This group is chaired by the 
Associate Medical Director – Health Informatics and is overseen by the Commercial Director with a Non-
Executive Director in attendance. The group provides assurance to the Trust regarding the effective 
management and delivery status of the Health Informatics Strategic Programme; providing feedback to 
the Planning and Workforce Committee.  

13.5 Benefit Realisation 

13.5.1 Benefits Management 
Benefits management is key to demonstrating delivery of the value of the strategy, and the effectiveness 
of associated change management activities.   

The CDDFT standard promotes a structured, practical and consistent approach to identifying, realising and 
measuring benefits is based on the fundamental elements outlined in OGC’s Managing Successful Projects 
(MSP) and has taken account ISIP (Integrated Service Improvement Programme) standards and Cranfield 
methodology. 

Benefits management will start at Business Case Stage for each Key Initiative associated with delivery of 
the strategy. The identification, tracking and realisation of benefits continues throughout the project and 
will more often continue after it has formally closed. Managers with responsibility for service delivery and 
operations take on the task of ensuring that the planned benefits are being monitored, tracked, optimised 
and reported on. 
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Benefit realisation is a standard reporting item for all project and programme boards. Realisation will be 
reported in line with the RAG status as outlined in the PMO Management Reporting Standard. Key 
strategy benefit realisation milestones will be highlighted to the Programme Board. 
 
It is noted that on-going management and tracking of benefits will need to established, as the majority of 
benefits are realised post system implementation and project completion. Therefore, robust governance 
and accountability for realisation of benefits will be established and remain in place throughout the 
delivery period of the strategy and beyond. 
 

13.5.2 Strategic Benefits 
Cash Releasing Benefits (CRB) - These benefits are financial as they reduce costs within the Trust in such a 
way that resources (people or materials) can be re-allocated. 

Financial but Non-Cash Releasing (Non-CRB) - These benefits result from savings that can be made in, for 
example, the time taken for staff to complete tasks or elimination of time-wasting activities, but where 
cash-releasing saving is not expected. 

Quantifiable Benefit (QB) - These benefits can be quantified in terms of an improvement but cannot be 
translated into financial values. 

Non-Quantifiable Benefits (Non-QB) - These benefits provide value to the Trust but cannot be quantified 
as they relate to improvements in people’s views, opinions or feelings. 

Societal Benefits – the increased value to society through the implementation of a course of action, these 
are difficult to quantify as they relate to factors beyond the organisational boundaries. 

Below is an overview of the anticipated benefits linked to this strategy. 

  

Step 1
Identify the

Benefits

Step 2
Plan for

Delivering the
Benefits

Step 3
Deliver and
Exploit the

Benefits

Step 4
Evaluate the

Benefits
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Functionality Benefit Recipient Benefit 
Type 

Value 

Improved 
Management of 
the Patient 
Journey 

Access to full and accurate 
information regarding the 
patient’s history and episode by 
all relevant staff will facilitate a 
reduction in LoS 

Organisation 

Clinicians 

Patients 

Non-CRB 

CRB 

QB 

Societal 

5% reduction in 
average LoS = 
£407,000 p/a8 

Increased Staff 
Satisfaction 

Increased Patient 
Satisfaction 

Increased 
Economic Activity 

Support for Long 
Term Conditions 
and Disease 
Management 

Improved long term 
management of high-risk and / 
or high need patients leading to 
reduced acute exacerbation of 
some Long Term Conditions. 

Organisation 

A&E 

Patients 

Non-CRB 

CRB 

QB 

Societal 

Reduced A&E 
Pressures. 

£250,000 p/a9 

Increased patient 
satisfaction 

Improved quality 
of life 

Improved 
management of 
the information 
causes of Serious 
Incidents 

Access to a holistic record, and 
accurate patient identification,  
at multiple points of care will 
reduce clinical risk: better 
access to risk flags, GS1 Barcode 
compliance, early detection and 
treatment, better team-based 
management of care plan, 
improved surveillance and 
audit, improved support for 
patient management in 
community settings, better 
access to guidelines and 
improved patient / carer 
information and support. 

Organisation 

Clinicians 

Patients 

Non-CRB 

CRB 

QB 

Organisational Risk 
Rating 

Reduction in 
Serious Incidents 

Reduced litigation 

Increased staff 
satisfaction 

Increased Patient 
Confidence 

Electronic Electronic ordering and tracking Organisation Non-CRB Reduction in test 

                                                            
8 Assume 5% reduction on average LOS for long-stay complex patients of 9 days => 0.5 day average LOS reduction * 
8,146 admissions * £100 per bed day. 
9 nominal value of £0.25m is assigned, pending further analysis of whole-systems effects, in the context of local 
demographic trends, public health needs and commissioner priorities 
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ordering and 
tracking of tests 

of requested tests, with 
associated alerts, will reduce 
duplication in processes. 

Clinicians 

Patients 

CRB 

QB 

volume 

£27,000 p/a10 

Increased patient 
satisfaction 

Comprehensive 
digital record, will 
improve 
information 
availability and 
reduce 
operational data 
duplication 

Improved operational 
efficiencies for: 

• Admission 

• Discharge 

• Clerking  

• Multi-Disciplinary Care 

• eReferral 

• Coding 

• Handover 

• Administration 

 

Organisation 

Clinicians 

Staff 

Patients 

Non-CRB 

QB 

Equivalent value of 
efficiencies 
£1,816,000 p/a11 

Increased Time to 
Care 

Increased Staff 
Satisfaction 

Increased Patient 
Satisfaction 

Integrated records 
across the 
organisation 

Comprehensive Digital Record 
will improve working practices 
between acute and community 
staff; including reduced 
requirement for multiple 
community visits, reduced 
cancellation of visits, reduction 
in re-admission rates and more 
efficient MDTs. 

Organisation 

Clinicians 

Staff 

Patients 

Non-CRB 

QB 

Societal 

Equivalent value of 
efficiencies 
£3,249,000 p/a12 

Increased Staff 
Satisfaction 

Increased Patient 
Satisfaction 

Increased 
Economic Activity 

Citizen Access Patient / carer access to their 
own clinical record will improve 

Organisation Non-CRB Reduction in DNA 
Rates (equivalent 

                                                            
10 10000 reduction in total Pathology tests @ £2.26 average cost per test. 500 reduction in total Radiology tests @ 
£60.95 average cost per exam. 
11 Various efficiencies in process based on staff group, including clinical audit processes, admission and discharge, 
MDT access, handover and clerical processes 
12 Estimated gain of 2 hours per week, per member of staff. 
Assume a reduction in emergency re-admissions of 1000 p/a, average cost of £1900 per case 
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understanding of options, 
improve care plan compliance 
and support early escalation of 
concerns / queries to self-
management hub. 

 

Clinicians 

Patients 

value 
£126,000p/a13) 

Increased time to 
care 

Increased Patient 
Satisfaction 

System Portfolio 
Replacement 

The introduction of an EPR 
would remove the requirement 
for many of the trust’s current 
systems, including those 
previously included within the 
Local Service Provider Contract 
which are now at cost. 

Organisation 

Health 
Informatics 

CRB (Cost 
Avoidance/ 
Legacy 
Costs) 

Legacy System 
Costs £1,162,762 
p/a14 

Consumables Implementation of this strategy 
would reduce the paper reliance 
of the organisation, therefore 
representing a cost reduction in 
the paper consumables 
currently utilised. 

Organisation CRB £43,000 p/a15 

Improved 
compliance with 
CQUIN Data Sets 

Single source of information will 
support the collection of data 
required for CQUIN Targets. 

Organisation 

CCGs 

CRB 

QB 

TBA 

Increased 
commissioner 
satisfaction 

Improved Cyber 
Security 

Improved security of electronic 
information will reduce the risk 
associated with information loss 
via cyber-attacks. 

Organisation 

Staff 

Patients 

CRB (Cost 
Avoidance) 

Cost Avoidance 
(ICO Fines) 
maximum fine of 
£500,000 per 
incident16 

Increased Staff 
Confidence 

Increased Patient 
Confidence 

 

                                                            
13 10% improvement in DNAs at a value of £25 per incident; attribution to Health Informatics to be considered 
14 Projected annual costs of retaining existing systems, plus on-costs where required  
15 Approx. 530,000 patient contacts.  Reduce production of paper by 2 sheets per contact @ 4p / sheet (excluding 
labour and scanning costs) 
16 Potential fines for insufficient protection of Person Identifiable Data resulting in a data loss from the trust 
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The delivery of this strategy in its entirety has distinct benefits, however the rate at which these benefits 
are to be realised will be dependent on the delivery options agreed by the organisation. Implementation 
of this strategy has various options for delivery, which will be considered in the supporting Outline and 
Final Business Cases. Each option will be considered based on return on investment and delivery of 
strategic aims. 
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14 Appendices  

14.1  Appendix A: Key Contributors 
• Dr Paul Peter - Deputy Medical Director, Consultant Physician & Clinical Lead for Diabetes & 

Endocrinology                                            

• Dr Stephen Cronin - Associate Medical Director, CCTH/Designated Doctor for Child 
Protection/Consultant Paediatrician 

• Ian Briggs – Associate Director of Business Development 

• Craig Holden - Associate Director of Service Transformation 

• Sharon Morgan – Locality Lead (North) Adult Community Nursing 

• Joanne Todd – Associate Director of Patient Safety and Governance 

• Carol Langrick – Executive Director of Operations 

• Andrew Jennings – Orthopaedics Consultant  

• Ken Wright - Orthopaedics Consultant 

• Elaine Shaw - Locality Lead (South) Adult Community Nursing 

• Paul Jude – Anaesthetics and Recovery Nurse 

• Paul Thurland - Head of Service for Theatres, Anaesthetics and Critical Care 

• Sarah Perkins – Director of Performance 

• Amir Rafi – Consultant Anaesthetist 

• Margaret Herkes – Patient Bookings Manager 

• Mark Herkes – Health Records 
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